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BBepgeHue

TpaguLMOHHBIM 3JEMEHTOM IPAKTUYECKH 1000 KHMIU SBISETCA BBeIEHHE.
JI1060ii yenoBek, B3AB HE3HAKOMYIO KHUIY B PYKM, IIEPBBIM JIEIOM HHTEPECYeTCs
TpeMs BellaMW: aHHOTalWeil, BBeIeHWEM W oDIaBleHHeM KHUTH. [lo3BoibTe
TTPEICTaBUTh BaM BBEIeHNE Moel KHUTH.

bnarogapHocTtn

Xotemoch OB cKazaTh O JIIOASX, Omaromaps KOTOPHEIM 3Ta KHUTA B KOHIIE KOHIIOB
ObLIa co3daHa.

OrpomHoe cmacubo moeil xeHe CperiaHe u gouke Haraiabe 3a mposiBieHHOE
TepreHue, MOAAEePXKKY U IMMOHMMAaHUe — MaJjo JIOAeH cornacsarcs BUAETb MyXa U
OTIIa Ha TIPOTSIKEHUM MHOTHUX MecsIieB CMIMHON K OKpyXarwllei JaeicTBUTeTbHO-
CTM W JIUIOM K MoHMTopy. Crnacnbo BceM OCTalbHBIM YjeHaM MOeH CeMbU —
0e3 WX YyTKOCTH U TIOIIEPKKW MHe ObLTO OB HAMHOTO TsKejee padoTarh.

OrnenbHoe cnacu6o KOpuio OcbMEpKUHY — 3TO OH MeHS NpuBen B mup Linux u
KOHCYJIBTHPOBAJI 10 MHOXECTBY BOIIPOCOB, CBI3aHHBIX ¢ MATEPHUAIOM KHUTIU.

4 GmaromapeH xoJuteKTuBy u3saareiabcra "BXB-IletepOypr” 3a Bepy B MOJIOABIX
aBTOPOB W TeprieHWe B pabore ¢ HUMHU. Ocobo XOUueTcs OTMETUTH CIEHYIOTINX
mone#i: Exarepuny KamansrwHy, Moero pemakTopa, Omaromapst ee cTapaHWsSIM
KHUTa TipuoOpena eIuHBI cTUlb Tomaun Mmatepuana; Esrenust PeibakoBa — 3a
peuieHue oOuMX OpoOJeM; U APYruX CHELUATUCTOB, CO3LABLIMX KHULY B TOM
BUJE, B KOTOPOM YUTATEIb YBUIUT €€ B MarasmHax.

Sl GnaromapeH COTHSIM M ThICSYaM DHTY3MACTOB, IUIOZAMU PabOTHI KOTOPBIX S
BOCIIOJIb30BAJICS TIPW HAITMCAHWU KHUTW, — COCTABUTENISIM U TIEpeBOJYUKAM Pas-
HooOpa3Hoit nokymeHTannu, FAQ, How To w pasnuyHbIX craTeit, aBTopaMm Tpo-
IrpaMM U TIPOCTO MUX TOJB30BATENSIM.
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I'quemy HanuncaHa 31a KHura

JocTaToyHO CIOXKHBIA BOMPOC. 3[eCh MepeIuvieuch U1 MEePKAHTWIbHBIA MHTEpeC,
U 4YecTojiodue, XKejlaHue IoIIpoOoBaTh ceds B APYroil 00JacTu, MOIBITKA I1000-
POTH CBOX HEYBEPEHHOCTb U JIeHb, U HE B TTOCIEIHIOW oUyepelb — XOTeIOoCh Cle-
JIaTh KHUTY JJISI HAIIUX peainii u Hamreit cnennduku. He cekper, 4To OOABIIMH-
CTBO TIEpeBOJHON JWUTepaTyphl HealeKBaTHO JUIS Halllell TIOJIyHWINel neicTBU-
TelbHOCTH. YacTo MOXHO BCTPETHUTh HECKONBbKO "pasmpaxkaroiiue” s Tia3a
QIMUHHCTpaTOpa OIOMKETHOM OpraHM3allMKi COBETHI TUIA "B KAUeCTBE MAPIIPYTH-
3aTopa Mbl PeKOMEHIYyeM HCIOJIb30BaTh ycTpoiicTBo ¢upmbl Cisco co ciemyio-
IIUMHA TapaMerpaMiu...”. KoHeYHo, ¢ TOYKM 3peHUs HAAEKHOCTH, MPOCTOTH B
00CJy>KUBAHUM U TOMY IOJOOHbBIX Belleil TaKOi COBET BEpeH. A ¢ TOUKU 3peHUs
OaHajbHOTO OloKeTa Kakol-HUOYIb TOCYIapCTBEHHOW KOHTOPHI — 3arljlaTUTh
4—5 THICSIY aMepUKAHCKUX TOJJIApoB 3a "XKeJle3Ky' pasMepoM ¢ KUPMUY — TIoN-
HBIT abcypa. TToaTomy Mg HaAIWX peajnii HyXKHa KHWTA, OTMMWChIBAIOIIAsT TO-
CTpOEHWE CEeTeBOU W TIpoTrpaMMHOI WHOPACTPYKTYphl, TO3BOJSIONIEH peliaTh
OOJIBIIMHCTBO TUIOBBIX 3amad. [ToMUMoO 3TOTO, OMHON W3 MPWYMH AJIS CO3NAHUS
KHUATH SIBWJIOCH XEJTaHWE CUCTEMATM3UpOBaTh M YIAYOUTh CBOM COOCTBEHHbBIC
3HAHMS 00 OIlepallMOHHON cucreMe Linux u ee mpuioXeHUsIX.

[na koro HanucaHa aTa KHUra

IMpexxae yeM co3nmaBaTh Kakoe-To TIPOW3BEJeHHWE, aBTOp Bcerna JOKeH ormpele-
JIUTh CBOETO TIOTeHHIMaJIbHOTO uymTareiss. Kakum ke s ero BuXy? DTo HOJIKeH
OBITb 4YEJIOBEK, YBIEKAIONMiics WHQPOPMALMOHHBIMA TEXHOJOTUSAMU, KOTOPBII
001amaeT AOCTATOYHO MPUIMYHBIM OaraxoM 3HAHUN B o0JAacTH IPOrpaMMHOIO
obecrnieueHus (Kak IpaBuiio, ornepalnroHHas cucreMa Windows), MoYTU HaBEpHS-
Ka TeM WM MHBIM 00pa3oM CBS3AHHBIA ¢ AIMUHUCTPUpPOBAaHMEM (IO KpaifHeit
Mepe, KaK aIMWHUCTPATOP CBOETO COOCTBEHHOTO TIEPCOHATBLHOTO KOMITHIOTEPA),
KOTOPOMY WHTEPECHO BO3UTHCH ¢ MPOTPAMMHEBIM obecTieueHreM W KOTOPBIN CO-
OupaeTcsl TiepeiTH, WKW HEJAaBHO 3TO clenall, K WCTOJb30BAHUIO ONepalluoHHO’
cpeasl Linux. TTpu 3ToM ypoBeHb KHUT cepuu "misi YailHUKOB" WM "clenail Bce
3a 21 meHp" ero 3aBeIOMO HE YCTPaHMBaeT, MOCKOJIBKY €My HEeOOXOOMMO YEeTKO
[PENCTABNATh ce0E BO3MOXHOCTU OINEPALMOHHON CHUCTEMBI, €€ CTPYKTypy, pe-
IIIaeMBIe C €€ MOMOIIbIO PUKIATHBIC 3aMa4K, Hanbojiee MOMyIsSIpHOe MPOTrpaMM-
Hoe obecreueHne, ero ycTaHoBKa, HACTPONKa U MCITOIb30BAHNE.

Bor tak g npencrasisiio cedbe yMTaTEasI KHUTH.

CTpyKTypa KHUru

Kuwra pasbwra Ha TATh WacTel IITIOC TPWIoKeHWS. PaccMoTpuM, YTo B HUX
OTMCEHIBACTCS W AJIST KOTO OHW TIpeTHa3HAYeHEI.
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Yacme I npeacraBisgeT UHTEpeC A1 HOBUUYKOB B mupe Linux. B Heli comepxkurcs
0630p mpotokomoB cemeirictBa TCP/IP, mponecc HACTpOWKN M OTIAAKH CETEBBIX
nHTepdeiicoB, a TakKke HACTpOIKa MOAEMHOTO COEIWHEHWS. DTOT pasmeN sSBIs-
eTcs BBOIHBIM (0a3MCHBIM), TOCKOIBKY JalbHeIIee N3ToXeHe MaTepraia moji-
pasyMmeBaeT 3HaHUe crienndukn mpotokoiaoB TCP/IP n HactpoenHoii cetn. OH
OyzleT UHTEpeceH B IEPBYIO ouepelb HOBMYKAM U "IPOJBUHYTHIM" IIOJI30BATE-
JIIM, TIOCKOJIbKY aAMUHUCTPATOPBI CO CTaXeM TOKHBI 3HATh JAHHYIO TeMy "Ha
3y0oK".

Yacmo Il mpencrapisger MHTEpPEC KaK ISl HOBUYKOB, TaK M IS ONBITHBIX MOJIb-
30BaTeNiell OMepallMOHHON cucTeMbl Linux, mocKonbKy MMEHHO 3IeCh paccMaT-
PUBAIOTCA BOIIPOCHI KOHMUTYPUPOBAHMS CETEBBIX CIYXKO0. B 3Toif yacTu omuchbI-
Baercst koHdurypupoBanue DHCP, DNS, mnoutoBoro cepBepa, ciyx6si LDAP,
FTP, NNTP, Apache, Proxy-cepBepa u NTP-cepsepa. UMeHHO 3Ta YacTh TMo-
3BOJINT BaM CO3JaTh MOJHOGMYHKIMOHAIBHBIN cepBep, CITOCOOHBIN BHITIONIHUTH
okono 90% 3amauy TUTIMYHOTO cepBepa HeGONBINON opraHW3annu. Bropyioo vacTb
s cTapajicsl choenarb AOCTYMHOW IS TMMOHWMAHHWST HAYMHAIOIIEMY IOJb30BATENIO.
OHa comepXUT OONBIIONH 00BeM MH(POPMAIIUKM B JOCTATOYHO CKATOM BHUIE M Tpe-
OyeT pa3MBILUICHUN U 9KCIIEPUMEHTOB OT YU TATEI.

B uacmu 111 5 onarh BO3BpalllaloCh K HACTPOMKE CETeBbIX CepBUCOB. I1OCKOIBKY
Mbl 32 IJIIOPATU3M U JEMOKPATUIO, Hallla CEThb HE SIBJISIETCS TOMOTeHHOI cpenoit
1 BOJIEMi-HEBOJIEH TPUXOMNUTCA B3aMMOIEHCTBOBATh C PA3TUYHBIMU OIEPAITOH-
HbIMU cucTeMaMu. B a1oil yactu mbl o3Hakomumcs ¢ NFS (cereBoil daiiioBoit
cucremoit UNIX), Hayuumcs OpelocTaBisiTh MU MOJAydaTb AOCTYIl K Karajaoram
onepauuoHHbIX cucteM Windows u Novell.

IIpenpimyiye yacTi KHUTA OBUIM MOATOTOBUTEIBHBIM 3TarioM s vacmu IV. Ona
npejHasHauyeHa OoJiblle ISl ONbITHBIX I0Jb30BaTeNe, T. K. SI XOTeJ], YTOObl MOSI
KHUId CIIy2KMJIa BaM BEpOM U MpaBIOi B KAa4ecTBE CIIPABOYHOIO MOCOOUS A0Jroe
BpeMsi, U Bbl NEPUOAMUYECKHU BO3BPALUAIUCh K HEW ISl PELIeHMS] CIeLU(PUIeCKUX
3a/d4, BOZHUKAWOLIMX B Ballieil padore. 31ech Bbl HailaeTe ONUCAHUE OCHOBHBIX
npuioxeHuit, ucnojab3dyeMbix ;i opranuzaumu HOPMAJIBHOT'O ¢yHKIIMoHU-
pOBaHUS CETH OpraHU3aAlNM, MoAgKIoYeHHol K MHTepHery. B sToil yactu pac-
CMOTpEHa 3alllUTa CEeTU OT HeXeJAaTeAbHOTO BO3ICHCTBUSI, OpraHM3alldsl BUPTY-
aJbHBIX YACTHBEIX ceTell, yueTa ceTeBOro Tpacdmka, HacTpOWKa CEeTEeBBIX IMPUHTE-
pOB, HU3roTOBIeHUE OE3IMCKOBLIX KOMIIBIOTEPOB M OpraHu3auus LLI03a B
HurepHere.

Yacme V mocsgiieHa agMUHUCTPUPOBAHUIO CHUCTEMbI. 3JeCh PACCMOTPEH Yyia-
JeHHbI O€30MacHbIil JOCTYN K XOCTaM, a TakKe YTWJIMTHI U1 afMMHUCTPUPOBA-
HUSI 1 MOHUTOPHUHIA CETU.

B npusoscenusx HaxoguTcsd CHUCOK DPEKOMEHAYEMOH JUTepaTypbl, HeOOJblIas
KOJUTEKIIMS CChUIOK, T€M MJIM HMHBIM 00paszoMm Kacatoiuxcsl Linux v mporpamm
JUISL OTOM ONepallMOHHOM CUCTEMbl, 4 TAKXe CIMCOK Haubojee YacTo MpUMEeHsie-
MbIX CETEBBIX IIOPTOB U MPOTrPAMM, UX HUCIONb3YIOLIUX.
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Kak co MHOI cBA3aTbCcA

Te yuTaTenu, KOTOpble XOTIT BHECTH CBOW TPEIJIOXEHUS UJIU YTOUHEHUS 10 CO-
JepKaHUI0 TAHHON KHUIM, IOAESNUTHCA MHTEPECHBIMU UAESIMH, TeMaMu U T. II.,
MOIYT BOCIIOJIB30BAThCSA 3JIEKTPOHHBIM aapecoM alst@farlep.net. S nocrapaioch
OTBeTUTb Ha Bce MHMChbMA. TakKe MOXHO BOCIONb30BAaThCSI MOMM CaiiTOM

www.alst.od.ua.
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CeTeBble MPOTOKONDI
N KoHdourypuposaHue

Bra yacTh ABIsgeTCA BBomHOM. Kak B xopollleM HeTeKTUBe, Ipexae 4eM IpHCTY-
MaTh K MOMCKY IPEeCTYIMHUKA, Hy;KHO OCMOTPETb MecTo mpouciuecTBus. Ilpomon-
Kasg AHAJOTUIO — IIPEeXAe YeM YIIyOnasTbes B neOpu cHeluduieckoro Ipo-
IrPaMMHOIO O0eCIeUeHHsI, HEOOXOMUMO y3HaTh yHIAMEHT, HA KOTOPOM OHO CTO-
WT, Te OOIINEe MOMEHTHI, KOTOPBIE MCTIOMB3YIOTCS GOBITMTHCTBOM TTPOTPaMM.

JaHHag yacTh MHTEpecHa B MEPBYIO Oouepedb HOBUYKAM M OIBITHBIM I10JIb30BATE-
JIIM, TTIOCKOJIBKY aIMUHHUCTPATOPHI CO CTaXeM IOJDKHBI XOPOIIO 3HATh 3Ty TEMY.
B Heit congepxkutcst 0630p mpotoxkonoB cemeiictBa TCP/IP, mpoliecc HacTpoWkmn
W OTNAJKW ceTeBbIX WHTepdeicoB, HacTpolika MOJIEMHOTO COEIWHEHUs, To-
CKOJIbKY JajbHellee N3MoXeHne Marepraja moapasyMeBaeT 3HaHWE crellnduKu
mpotokonoB TCP/IP n HacTpoeHHOI ceTH.

nasa1. CereBble MPOTOKOJIBI
MnaBa2. Hacrpoiika cetu TCP/IP

MnaBsa 3. Hactpoiika MomeMHOTO cOeTMHEHUST
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CeTeBble NPOTOKOJIbI

B manHoii rnaBe O6yayT paccMOTpeHbl 0a30BbIe MOHSITHS, CETEBbIe MOAEIN U IMPO-
TOKOJIBI, MCHOJb3yeMble B ceTsax. Ha dyHmameHTe, 3aJl0)KeHHOM 3TOH IIABOM,
BBICTPOEHA BCS KHWUIA, [O3TOMY PEKOMEHIYI0 HAYMHAIOLIUM O3HAKOMUThCS
¢ Helt, a 6ojee OMBITHBIM TOJUCTATh, OCBEXXUTH CBOW 3HAHMS.

Mopenu ceteBbiX B3auMoaencTBui

Kak u nro6as cnoxhas CUCTEMA, CCTb ONUPACTCA HAa CTAaHAAPThI, 0e3 KOTOPbIX
HEBO3MOXHO €€ HOPMAaJIbHOC d)YHKHI/IOHI/IpOBaHI/IC. 3a TIOCIICAHUE OBAOIATh JIET
OBIIO CO3IAHO MHOXECTBO KOHIIEMIIMNIA CEeTEBBIX BS&HMOHGﬁCTBHﬁ, OOIHAKO Hau-
Oonplilee pacrpoCcTpaHEHUE TTOJTYUYUJIN BCETO IBE:

O mojenb B3auMoaeicTBUST OTKPHITBIX crcTeM (OST);

O mogens cereBoro B3aumoneiicteuss TCP/IP.

TepMmuHonorusa

Huist objieryeHust IMOHMMAHMS COAEPXKUMOIO 3TOM [JABbI, HMPUBEIEM OCHOBHbIE
TepMUHBI (Tabn. 1.1).

Tabnuya 1.1. basoBbie ceTeBble TEPMUHBI

TepMuH OnpepeneHne

Hararpamma MakeT gaHHbix. O603HaYaeT eguHULY UHDOpMaLMA
npu ceTeBoM obMeHe

DNS (Domain Name Service, CneupansHo BblgENEHHbIE KOMMbIOTEPBI, KOTOpbIE

cnyx6a AOMEHHbIX MeH) NMPOU3BOAAT MOUCK COOTBETCTBUS CUMBOSIMYECKOTO

NMMeHUN XocTa n LI,I/I(*)pOBOFO ajpeca xocTta
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Yactb |. CeTeBbie npOTOKObI U KOHGDUTYPUPOBaHUE

Tabnuya 1.1 (npogomketue)

TepmuH

OnpepeneHne

WHTepHeT

[nobanbHas KOMMbloTepHas CceTb, OCHOBaHHas Ha
cemelictee npotokonoe TCP/IP

FTP (File Transfer Protocol,
NpoTOKoN Nepegaun aiinos)

MpoTokon ucnonbayetcs AnA rnpueMa U rnepegaqu
chaiinoe Mexgy ABYMSl KOMMbIOTEPAMU

IP (Internet Protocol,
npotokon MHTepHeT)

OcHoea cewmelictBa npotokonoe TCP/IP. MNpaktuue-
cku nioboli NpoTokon U3 aToro cemMeiictea 6asupy-
eTcs Ha npotokone IP

ICMP (Internet Control Message
Protocol, npotokon ynpaensiowmx
CcoO0bLLIeHNIA B cTeke

npoTtokonos IP)

Wcnonbayetcsa ana nepegayn ynpaensiowux coob-
WwieHuii npoTtokona IP

NFS (Network File System,
ceTean chaiinosas cuctema)

Cuctema BUPTYyasibHbIX AUCKOB, NO3BOJiAIOLLAA K-
€HTCKUM KOMMbloTEepaM UCNOoJSIb3oBaTb Katanoru
cepBepa B KadecTBe JUCKa

NIC (Network Information Center,
ceTeBoil MHOPMAaLNOHHDIN
LeHTp)

OpFaHI/I3aLI,I/IF|, KOTOpad OoTBe4YaeT 3a aaMWHUCTPU-
poBaHue n pasgavy ceTeBblX agpecoB N UMEH

Ysen (Node, Host)

KomnbloTep B ceTu. HasBaHue nNpUMEHUMO Kak
K KIIUEHTY, TaK U K cepBepy

OSI (Open System
Interconnection, Baaumopeiicteune
OTKpbITbIX CUCTEM)

Mogenb B3anmogelicteua OTKPbITbIX CUCTEM

RFC (Request For Comments,
3anpoc Ana NoACHEHWA)

CraHgapTbl npotokosioB WHTepHeTa U ux B3aumo-
nelcTBus

RIP (Routing Information Protocol,
MPOTOKOS MapLUpyTU3aLmm
UHdopMaLi)

MpoTokon, ucnonbayemblil gnsa obmeHa mMHdopma-
unell MeXxgay MapLupyTUsatopamu

SMTP (Simple Mail Transfer
Protocol, npocTtoit npotokon
nepegayun s1eKTPOHHO NoYTbI)

Wcnonbayetcs ajis obMeHa 3neKTpoHHOU NnoyTol

SNMP (Simple Network
Management Protocol, npocToli
MPOTOKO YTpAaBIEHUS CETbIO)

Wcnonbayetca pna ynpaeneHusi ceTeBbIMU YCTPOIA-
cTBaMU

TCP (Transmission Control
Protocol, npotokon ynpaeneHus
nepegadeii)

WcnonbayeTca gns HageXHoi nepegaun AaHHbLIX

Telnet

MpoTokos, ocyllecTBAALWMI yaaneHHoe ceTeBoe
NofKMoYeHe K KOMMbIOTEPY, 3Myfupylollee Tep-
MuHan
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Ta6nuya 1.1 (okoHuaHye)

TepmuH OnpepeneHne

UDP (User Datagram Protocol, Ucnonbayetca ana obmeHa 6nokamu nHdopmaumn
MPOTOKON MONb30BATENIbCKUX 6e3 ycTaHOBKU COeAUHEHUS

Jararpamm)

Mogenb B3anmogeiicTems oTkpbiTbix cuctem (OSI)

Ewe B 1983 rony MexiayHaponHasd opraHusdauus no cradgapruszauuu (Inter-
national Organization for Standardization, ISO) paspaboTana cTaHmapT B3aWMO-
JeicTBUST OTKPBITHIX cucTeM (Open System Interconnection, OSI). B pesyibrare
MoJIyYniIach cCeMUypOBHEBasT MOIENb:

®usnueckuii ypopeHb (Physical Level).
YpoBensb gaHHbix (Data Link Level).
Ceresoit yposeHb (Network Level).
TpancnopTHbIit ypoBeHb (Transport Level).
YpoBeHsb ceccuu (Session Level).

YpoBeHs npencrasieHus (Presentation Level).

Ny kL=

Vposenb npunoxenus (Application Level).

(SN 1]

TlepBHIit ypoBeHb caMblif "TIPU3EMIICHHBIN", TIocTenyomne — Bee bomee n Honee
abcTparnpyroTces oT ocobeHHOCTEl (hU3MIecKoi cpeasl mepeaadn MHhOPMaIIn.

Kaxnasiit ypoeHs mMoaenn OSI penraet cBou 3agauyu, MUCIMONb3yeT CEPBUCHI, Mpe-
JIOCTaBJIsIEMBbIe TIPEABIAYIIINM YPOBHEM M, B CBOIO oUepe/lb, MPENOCTABISET CEPBU-
CHI cienytolnemMy ypoBHI0. CorjlacHO 3TO MojeNH, YPOBHU He MOTYT "TepecKa-
KWBaTh" depe3 cocefieil, HampuMmep, TPAHCITOPTHBIA YpOBEHb HEe MOXKET HETOo-
CPEJICTBEHHO TIOJIb30BaThCsl CEPBUCOM (DU3MUECKOTO YPOBHSI, OH OOSI3aH TPOUTH
mo tenouke: CeTeBoif ypoBeHb — YPOBEHb NAaHHBIX — OU3NUIeCKU YpOBEHbB.
B 1ab6in. 1.2 npuBeneHo onucanue ypoBHei cereBoil momean OSI.

Ta6nuya 1.2. YposHu ceteBoi mogesnn OS/

YpoBeHb HasBaHue OnuncaHune

1 ®uanveckuii ypoeeHb  OtBevaeT 3a pU3NYECKOE MOAKIIIOUEHNE KOMIbIO-
Tepa k cetn. OnpefensieT ypoBHU HanpshkeHus, na-
pameTpbl Kaberns, pasbeMbl, pacrailky NpPOBOLOB
T N

2 YpoBeHb faHHbIX Du3nveckn NOAroTaBnnBaeT AaHHble AJiA Nepeaayn
(pasbueas ux Ha Kagpbl onpefeneHHoON CTPYKTYpbI)
1 npeobpasyet ob6paTHO Bo BpemMs npuema (BoccTa-
HaBSIMBasA U3 KAOpPOB)
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Ta6nuya 1.2 (okoHuaHye)

YpoBeHb HasBaHue OnucaHne

3 CerteBoll ypoBeHb MapLupyTusumpyeT gaHHble B ceTiu

4 TpaHcnopTHbIiA ObecneunBaeT NocnegoBaTesibHOCTb U LeNIOCTHOCTb
YPOBEHb nepegavum AaHHbIX

5 YpoBeHb ceccun YcTaHaBnuBaeT 1 3aBepLlaeT KOMMYHUKaLMOHHbIE

ceccum

6 YpoBeHb BbinonHsieT npeobpa3oraHne pgaHHbIX U obecneuu-
npegcTaBneHus BaeT Nepepady JaHHbIX B YHUBepcasibHOM chopmare

7 YposeHb npunoxeHus  OcyllecTBnfeT UHTepdeiic Mexay NPUNoXeHnem u

npoueccom ceTeBoro B3aI/IMOFI,eI7ICTBI/IF|

Ha xaxnoM ypoBHe 610k MHGDOPMALIMA UMEIOT coOCTBEHHOE HaszBaHue (Tabi. 1.3).

Tabnuya 1.3. HaspaHue 6rioka uHgpopMaL B Mofesnu

YpoBeHb HasBaHue ypoBHs HasBaHmne 6noka nHcpopmaumn
1 Duanyeckunin ypoeeHb Bur
2 YpoBeHb AaHHbIX Kagp (naker)
3 CeTeBoil ypoBeHb Jatarpamma
4 TpaHcnopTHbI ypoBEHb CermeHr
56,7 YpoBeHb NpunoxeHus CoobLleHne

Hecmotps Ha To, yto OSI gBisieTcs MeXAyHapOIHBIM CTAHIAPTOM W Ha €ro oc-
HoBe mpaBuTedabecTBO CIIMA BoeIMycTuno cneuudukanmn GOSIP (Government
Open Systems Interconnection Profile, TocymapcTBeHHBIN perlaMeHT B3auMOJIelt -
CTBUSI OTKPBITHIX CUCTEM), V TIPOU3BOAUTENCH TTPOTPaMMHOTO OOECTIeUeHUsT CTaH-
gapt OS] mupokoil MoamepXKu HE IOAYyYMI. DTO OOBSICHSETCS HECKONIbKHMU
MPUINHAMM:

O BoJIOKMTA B IPUHSTUU CTAHIAPTA;
3 ero "oTOpBaHHOCTE" OT peauii;

O Haguure OGONBIIOTO YNCTA YPOBHEW TPYOHO IUTS peaNlu3alliii W TPUBOIUT
K TIOTepe TTPOU3BOINUTENTHHOCTH,

O wmpouaiiiiee pacnpocrpaHeHue mnporokona TCP/IP, u HexenaHue norpebu-
TeJeil OTKA3bIBAaThCSl OT HETO.

B pesynbrare, cneuucduxkaiuu OSI ceromHsi — 3T0, B OCHOBHOM, CTpaHWIIbI B
y4eOHMKE, B pEaIbHOM XU3HU OHU HE MPUMEHSIOTCS.
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Mopgenb ceteBoro Bzanmopgeiicrsua TCP/IP

Apxutextypa cemeiictBa mnpotokogoB TCP/IP (Transmission Control Protocol/
Internet Protocol, nmporokoin ynpasieHUsl Iepeaadeil/MHTepHET-IIPOTOKOI) OCHO-
BaHA HAa MpeJACTABIEHMM, YTO KOMMYHMKALMOHHAS MHGPACTPYKTYpa CONEPKUT
TPU BUa OOBEKTOB: MPOLIECCHI, XOCThI U CETH.

OCHOBBIBASICh HA 3THUX TpeX 00BEKTaX, paszpabdoTyMKu BbHIOpAIM UYEThIPEXypOBHE-
BYIO MOJIEJNb:

1. VYposeHn cereBoro nHrepdeiica (Network Interface Layer).

2. ¥YposeHb MexceTeBoro uHTepdeiica — MuTtepHera (Internet Layer).
3. TpaHcnoprHblii ypoBeHb (Host-to-Host Layer).

4. YpoeHb npuioxeHuii/mpoueccoB (Application/Process Layer).

ConocrtaBneHue ceteBbix mogenen OSI n TCP/IP

Herpynno 3amerutrb, uto Momenb TCP/IP orauuaercs or wmomenu OSI.
B ta6n. 1.4 nmokazaHno coorerctBue monean TCP/IP u momenu OSI.

Ta6bmuya 1.4. Cootsetctue mogenu TCP/IP u mogenun OSI

TCP/IP osl

YpoBeHb NpuioxeHuin YpoBeHb NpuioxeHuin

ypOBeHb npegcrtaBneHud

YpoBeHb ceaHca

TpaHCNopTHbIA YPOBEHD TpaHCMopTHIA YypoBEHb
MexceTeBoli ypoeeHb (HTepHeT) CerTeBoil ypoBeHb
YpoBeHb ceTeBOro uHtepdeiica YpoBeHb kKaHana AaHHbIX

DuUanyeckKunin ypoeeHb

Kak BumHo M3 Tabmuiiel, ypoBeHb ceTeBoro mHrepdeiica momenu TCP/IP coort-
BETCTBYET cpa3y ABYM ypoBHSIM Mmozaenau OSI, a ypoBeHb NPpUIOKEHMI MOAEIU
TCP/IP — tpem ypoBHsM Mompeau OSI.

CeTteBble NPOTOKOJbI

B nmanHoM pasmene Mbl pacCMOTPUM Pa3iMUYHBIE CETEBBIE MPOTOKOJBI, MUCIIONb-
3yeMble B COBPEMEHHON KOMMBIOTepHOW WHAyCTpWH. [loxamyit, aTo ocHoBHas
JacTh CEeTeBLIX Mojeneil (ammapatHas 4acTh BCe-TaKW He HACTOBKO BaskHA IS
byHKIIMOHNpOBaHUS ceTH). TakKe 3mech OYIYT pacCMOTPEHBI TIPOTOKOIBI TPAHC-
TTOPTHOTO YPOBHS, HA KOTOPBIE OMAPAIOTCST TTPOTOKONBI YPOBHS MPUIOKEHNN.
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CewmeirctBo npotokonos TCP/IP

CyiiectByeT HecKojbKo mpotokojoB Buaa TCP/IP. Mx MoXHO 0O0beIMHUTH B
cemMeiicTBo. ITepeuncnum ero compepkuMoe:

O wmexcereBoii mpotokon (Internet Protocol — TP, npotokon MHTepHeTa) coot-
BeTCTBYeT ypoBHIO WHTepHeT-Momenn TCP/IP. OTsevaet 3a mepenauy DTaHHBIX
C OJTHOTO XOCTa Ha APYTOIL;

O mexceTeBoii MpoToKoa ynpaBieHus coodimeHusmu (Internet Control Message
Protocol, ICMP) oTBeuaeT 3a HU3KOYPOBHEBYIO TOMIEPXKKY TpoTokona IP,
BKJIIOYAs TOATBEPXKIEHHE TMOAYYeHHSI COOOIIEHHUsI, TeHepUPOBAHNE COOOIIIe-
HUI 00 ollMOKaxX U MHOIOE IPYroe;

O nportokon mipeodpazoBaHus agpecoB (Address Resolution Protocol, ARP) BbvI-
MTOJTHSIET TIpeo0pa3oBaHue JOTMYECKUX CETeBBIX aapecoB B ammaparHbie MAC-
agpeca (Media Access Control, ynpasneHue cpenoii gocrymna). CooTBeTCTByeT
YPOBHIO CeTeBoro MHTepdetica;

O peBepcHbIl MPOTOKOJA MpeodpasosaHust agpecoB (Reverse Address Resolution
Protocol, RARP) BbinosHseT mnpeodpaszoanue anmnapaTHbix MAC-aapecos
B JIoTHYecKHe ceTeBble ampeca. COOTBETCTBYET YPOBHIO CETeBOTO MHTepdelica;

O nporokon mnonb3oBatenbckux gararpaMmm (User Datagram Protocol, UDP)
obecrneunBaeT MepechlIKy TaHHbIX 0e3 MPOoBEepKU ¢ TTOMOlIIbI0 mpoTokoa IP;

O nporokon ympasieHus: mnepegadyeidt (Transmission Control Protocol, TCP)
obecrneunBaeT MepPechbUIKy TaHHBIX (C CO3MaHUEM CEeCCUU W TIPOBEPKOU mepe-
Ja4ul JAaHHBIX) ¢ TOMOIIbIO TIpoToKoja IP;

O MHOXecTBO MPOTOKOJOB ypoBHsI mpuioxeHuit (FTP, Telnet, IMAP, SMTP
W Jap.).

Ipotokoner cemeiictea TCP/IP MoOXHO IpencTaBuTh B BUAE CXEMBI, KOTOpas
oTobpaxeHa B Tabs. 1.5.

Tabnuya 1.5. Cxema cemevictsa riporokonos TCP/IP

YpoBeHb FTP SMTP NFS SNMP
NMPpUNoXXeHUn

TpaHcnopTHbIiA
ypoBeHb

TCP UDP

MexceTteBoi
ypoBeHb (MHTepHeT) P ARP/RARP ICMP

YpoBeHb ceTeBOro Ethernet, FDDI, ATM
nHTepdoeiica

Butad napa, koakcuasnbHbI Kabesnb, onTudeckuii kabenb u T. n.
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MpoTokonbl MexceTteBoro ypoBHsA (MHTepHeT)

ITporokonbl MexcereBoro ypoBHsi (MHTepHeT) 9BAsAIOTCS 0A30BBIMU B CEMEMCTBE
mportokojioB TCP/IP. Tlepeunconv nx nazgaaus: TCP/IP, ARP/RARP u ICMP.

Mpotokon IP

IlepBonavansHelii ctangapt IP pazpaboraH B KOHIIE CEMMAECATBIX I'OJOB U HeE
OBbIT paccUUTaH Ha OTPOMHOE KOJWYECTBO XOCTOB, XapaKTepHOe IS COBPEMEHHO-
ro Unureprera. [loaroMy B HacTodImee BpeMsd YTBepXKIeH HOBHIN craHgapt IP
(B auTEpaType 4YacTo cTapblii cTaHAapT BcTpewaeTcs Kak [Pv4, a HOBBINE — Kak
IPv6). OmHako MaccoBOTO TNPUMEHEHUsI OH IMOKA HEe HAIleJl H3-3a OTPOMHOIO
KOJMYECTBA IMPOTPAMMHBIX M aMMapaTHBIX CPEICTB, HE CIOCOOHBIX padboTarh ¢
IPv6, mostomMy B majbHEMIIEM COAEPKUMOE KHUILU, B OCHOBHOM, IIPEIOMISETCS
yepe3 npusmMy nporokona IPv4.

®dopmart nakera IPv4

[Maxer IP coctouT U3 3arojoBKa M IOJS JAHHBIX. 30201060K MAKeTa UMEET Clie-
OYIOLINE ITOJIS:

O none Homep eepcuu (VERS) ykasbiBaer Bepcuio npotokona IP. Ceiiyac mno-
BCEMECTHO KCIIONb3YETCS BEPCUS 4 U TOTOBUTCS IIEPEXO HA BEPCUIO 6;

O none Jauna 3aeon06xka (HLEN) nmakera IP. 3aHumaer 4 6uTa M yKasbIBaeT
3HAYeHME JJIMHBI 3arojoBKa, U3MepeHHoe B 32-0uToBbIX cioBax. OObIYHO 3a-
rojoBoK uMmeeT JiuHy B 20 6aiiT (narb 32-OUTOBBIX CIOB), HO IPH YBeIUYe-
HUM oObeMa Cay:keOHoil mHpopMauuyd OHA MOXET OBITh yBEIMYE€HA 3a CUeT
WCTIOIB30BAHNS JOTIOJTHUTENBHBIX 6aiT B mione Pezepe (IP OPTIONS);

3O none Tun cepeuca (SERVICE TYPE) 3zanumaer 1 GaiiT u 3agaeT NpuOpUTET-
HOCTb TIaKeTa W BMI KpuUTepusl BbIOopa mapuipyra. IlepBble Tpu O6uta 3T0OTO
mnojist obpasytoT noamnone npuoputera nakera (PRECEDENCE). IIpuopurer
MOXeT uMeTb 3HauyeHust oT 0 (HopMasbHbIi maker) Ao 7 (maker ynpapisioliei
uHdopmauuu). Ione Tun cepsuca coaepXUT TaKxKe TpU OUTA, ONpeAesIoLIe
KpuTepuii BbiOOpa MaplupyTa. YcraHoBiaeHHbid Outr D (delay) roBopur o ToMm,
YTO MAapIIPyT AOKEH BBIOMpAThes UIST MUHUMU3AIUW 3aMepPXKU TOCTABKU
JaHHoTO Takera, omT T — AT MakKCMMM3aIIUKM TIPOITYCKHON CITOCOOHOCTH, a
6ut R — mis MakcuMu3anuym HamesKHOCTH JTOCTABKY;

O none Ob6wasn dauna (TOTAL LENGTH) 3anumaer 2 Galita n yKasbiBaeT 00-
1IYI0 JUIMHY TIaKeTa ¢ YYeTOM 3arojioBKa U MoJjisi JaHHbIX;

3 none Hoeumuguxamop naxema (IDENTIFICATION) sanumaer 2 Gaiita u
WCTIONBb3YETCSl JUISl PACIIO3HABAHUSI TMAKETOB, OOPA30BABILIMXCS MyTeM dpar-
MEHTallMM UCXOAHOro makera. Bce ¢parMeHThl AOKHBI UMEThb OJMHAKOBOE
3HAYCHUE 3TOTO TOJI;
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O none Paceu (FLAGS) 3anmmaer 3 OWTa, OHO YKasbiBaeT Ha BO3MOXKHOCTH
¢parmenTauu maketa (ycraHoBieHHBIH OuT Do not Fragment, DF — 3a-
MpelaeT MapIpyTu3aropy GparMeHTUPOBATh JAHHBIM MAKET), a TAKKe Ha To,
SBJISETCS JIM JAHHBIM TAKeT MPOMEXYTOUHBIM WM IMOCASIHMM (parMeHTOM
WCXOTHOTO TakeTa (ycTaHOBIeHHBbIN 6utT More Fragments, MF — roBoput o
TOM, YTO TAKeT IIePEHOCUT TPOMEXYTOIHBIN (PparMeHT);

3 none Cwmewenue gpaemenma (FRAGMENT OFFSET) zanumaer 13 6ur, oHo
WCTIOB3YeTCsl VIS yKa3aHus B OailTax cMellleHusl ToJisl MaHHBIX 3TOTO TMakeTa
OT Havaia OOIIeTo MOoMsl AaHHBIX UCXOAHOTO MakeTa, MOABeprHyroro gpar-
MeHTannu. Ucnonwdyercd mpu cOopke/pazdopke (parMeHTOB TMaKETOB MPU
rmepenavyax WX MeXIy CeTIMU ¢ Pa3NUYHBIMA BeIUYMHAMU MaKCUMATbHOI
JUTUHBI MTaKeTa;

O none Bpems mcusnu (TIME TO LIVE) 3aHumaer 1 6aiiT u ykasblBaeT Ipe-
JEeNbHBIA CPOK, B TEUEHME KOTOPOro IMakKeT MOXET IepeMellarbcsl Mo CETH.
Bpewms ku3HM maHHOTO TMakeTa M3MepsIeTCs B CEKYHIAX W 3amaeTcsl UCTOYHM-
KOM Iepenaud cpeactBamu Iporokoja IP. Ha mumosax u B apyrux ysnax ceTu
[0 MCTEYEHUM KAXIOM CEKYHIbl U3 TEKYLIEro BPEMEHM >KM3HU BBIUMTAETCS
eNMHNIIA, SAMWHUIIA BBIYUTACTCS TAaKKe MPH KaXIOW TpaH3UTHON Iepemaye
(maxe ecnu He Tpouuia cekyHna). [To ucteueHUW BpeMEHM XKW3HMW MakKeT aH-
HyJUpYyeTcs;

O none Hoemmuguxamop npomoxoaa eepxueeo ypoeua (PROTOCOL) 3zanumaer
1 6aiiT U yKa3blBaeT, KAKOMY MPOTOKOJIY BEPXHErO YPOBHS MPUHAAISKUT Ma-
KeT (Hampumep, 3To MOryT ObiTh IpoTokoasl TCP, UDP wiu RIP);

O none Koumpoavhas cymma (HEADER CHECKSUM) 3anumaer 2 6aiita, oHa
PACCUYUTBIBAETCS IO BCEMY 3ar0JIOBKY;

3O nona Adpec ucmounuxa (SOURCE 1P ADDRESS) u Adpec wnaznauenus
(DESTINATION IP ADDRESS) umelor oaMHakoBylo MInHY (32 O0uta) u
CTPYKTYDY,

O none Pezepe (1P OPTIONS) spngercda HeoOs3aTellbHBIM UM HCIIONbL3YETCS
OOBIYHO TOJBKO TIPU OTJIANIKE CETH. DTO TIOJIe COCTOUT M3 HECKOMBKUX TTOMIO-
Jielt, Kakmoe M3 KOTOPBIX MOXKET OBITH OMHOTO M3 BOCBMHM TIPEIONpeAeIeHHBIX
TUIOB. Tak Kak 4YMcI0 IMOAMNONeil MOXET OBbITh MPOU3BOABHLIM, TO B KOHIIE
nojsg Pezeps M0omKHO OBITH M00aBJAEHO HECKOJABKO OAWMT [l BbIPABHUBAHUSI
3aTOJIOBKA TTaKeTa 1Mo 32-OMToBOI TpaHHUIIE.

MakcuManbHas IJIUMHA HOAA OGHHBIX MAKETA OrPaHMYeHA Pa3psSAHOCTBIO IO,
ONPEACTSIONIETO 3Ty BEINUNHY, U cocTaBisier 65 535 GailT, ogHaKo MpH mepeaa-
Yye Mo CeTsIM Pa3IUYHOTO THUTIA JUIMHA MaKeTa BBIOMpaeTcsl ¢ y4eToM MaKCUMalb-
HOM [UIMHBI IIaKeTa MPOTOKOJA HIXKHEro YpoBHS, Hecyilero IP-makersl.
B GonblinHCTBE TUTIOB JIOKANBHBIX M TJ00ATBHBIX ceTel orpeaensieTcsl Takoe Mo-
HATHE, KaK MakKCUMaJbHBI pasmep Tojds JaHHBIX Kajapa, B KOTOPBIM JOKEH
pPa3MecTUTb CBOM makeT mporokoa IP. BTy BenmuuMHy OOBIYHO HA3BIBAIOT MAKCH-
MaJibHOM eauHulel TpaHcnoptupoBku (Maximum Transfer Unit, MTU). K npu-



naBsa 1. CeteBble MPOTOKO/IbI 29

mepy, cetn Ethernet mmetor sHauenme MTU, pasHoe 1500 6aiit, cetu FDDI —
4096 Gaiir.

IP-MapmipyTisaropsl He coOmparoT ¢hparMeHTH TTaKeTOB B Gojlee KPYITHEBIE TTake-
THI, JaKe eCTW Ha TTyTH BCTpevaeTcs ceTh, MOTYCKAIIas TaKoe YKpYITHeHne. DTo
CBSI3aHO C TE€M, YTO OTAEIbHEBIE (hparMeHTHl COOOIEHNS MOTYT TlepeMellaThesT B
WHTEPCETH TT0 PasTMIHBIM MapIIpyTaM.

Korma mputiienr mepBuIif GpparMeHT TaKeTa, y3eJ HasHaueHWs 3alycKaeT TaitMmep,
KOTOPBIN oTpenesseT MaKCHMANBHO JOMYCTUMOE BpeMs OXHWIAHWS MPHUXoJa OC-
TaNBHBIX (PparMeHToB 3TOTo TMakeTa. EcmW Bpems McTeKaeT paHbIIe TPUOBITHS
mnocjeaHero ¢pparMeHra, TO BCe IMOAYYEeHHbIE K 3TOMY MOMEHTY (parMeHThI ma-
KeTa OTOpAachIBAIOTCS, a B y3el, MMOCIABLUMI MCXOMHBIA MAKeT, ¢ MOMOLIbBIO [IPO-
tokoja ICMP nHamnpabisiercd cooblieHue 00 onmokKe.

Mpotokon IPv6
OcHOBHbBIE IPUYNHBI, U3-33 KOTOPHIX paspadateiancs 1Pv6:

O mporokon IPv4 cosmanu B KoHle 70-X TogoB, W BITOJIHE JIOTUYHO, YTO OH TIIO-
XO YYUTEIBAET OCOOEHHOCTH COBpPEMEHHOI WHGPACTPYKTYPhl W HATPY30K Ha
CETh;

O nosgBieHWe TPUIOXKEHUN, MCTOIB3YIOIINX WMHTepHET IS Tiepefauyn JaHHBIX
B pealbHOM BpeMeHU (3BYK, BUAEO). DTH MPWIOKEHUS YYBCTBUTEILHBI K 3a-
JepKKaM Tiepefdauyd TakeToB. X ocoOeHHOCTbIO gBJIsieTcsd Tiepenadya o4yeHb
OonbiIux 00beMoB UHGopMmauuu. A B IPv4 He mpenycMOTpeHO CIeLraaIbHOIO
MEeXaHM3Ma Pe3epBUPOBAHMS TIOJOCHI IPOITYCKAHUSA WIM MEXaHW3Ma IPUOpHU-
TETOB;

O 6ypHoe pacmupeHune cetn MHTepHeT. Hamboxee oueBUIHBIM CISICTBUEM Ta-
KOTO Pa3BUTUSI CTAJIO TOYTHU TOJHOE UCTOllleHUE aJpecHOTo MPOCTPaHCTBA
HMurepHera, onpeaensiemoro mnojem aapeca IP B ueTsipe 6aiita. KoHeyHo, Obi-
JU pa3paboTaHbl MEXaHHM3Mbl KOMIICHCALIMM HEXBATKU AAPECOB, OJHAKO 3TO
KapAMHAJIbHO HE PellnIo npodiemy.

OcHOBHOE TMpeIokeHUe Mo MoaepHu3auuu mnpotokona I[P Obulo paspabdoraHo
rpynnoii 1ETF (Internet Engineering Task Force, rpynna pewenusi 3agay MH-
tepHera). CorlacHo IpeilokeHHOMY, B porokoine 1Pv6 ocraiorcss HEeM3MEHHbI-
MM OCHOBHbIE NpUHIMIBI 1Pv4, Takue Kak: aararpaMMHbIA MeToa paboTel, (par-
MEHTallMsl IAKETOB, pas3pelieHre OTIPABUTENIO 3a4aBaTb MAKCUMAJIbHOE YMCIO
XOITOB (XOI — KOJWYECTBO TEPECHIIOK TaKeTa OT OJHOTO CETeBOTO MHTepdeiica K
JIpyroMy, MHOTIA HA3BIBAETCS BpPeMeHEeM XM3HM TIaKeTa) ISl CBOMX TakeToB. On-
HAaKO B IETAlISIX peaausalnuu npotokoja IPv6 nMerorcs cyllecTBeHHbIE OTIMYMSI
oT IPv4. DT OTIMYKST KOPOTKO MOXHO OIMKCATh CAEAYIOIINM 00pa3oMm:

O wucnonb3oBaHue Ooyiee IMHHBIX aapecoB. HoBbIlt pazMep aapeca — Haubosee
sametHoe orTiauune IPv6 or IPv4. Bepcus 6 ucnosabsyer 128-6utoBeie ampeca
(16 Gaiir);
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O rubkuit dopmaT 3arojoBka. BmecTo 3aroioBka ¢ (pUKCHPOBAHHBIMU TOMSIMU
(uKkcHpoBaHHOTO pasMmepa (3a uckimodeHneM 1o Peseps), IPv6 ucmonssyer
0a30BBIii 3arojloBoK (puKcHpoBaHHOro dopmaTa ILII0C Habop HeobsI3aTelbHbBIX
3aroJIOBKOB pasnmuyHoro ¢popmMara;

O monmaepskKa pe3epBUPOBAHUS TIPOITYCKHON CTTOCOOHOCTH;

O momdep:kKa paclIMpAEeMOCTH IPOTOKONA. DTO OMHO M3 Hambojee 3HAYUTENb-
HBIX U3MEHEHN B TTOAX0Ae K MOCTPOSHUIO TTPOTOKOJIA — OT TIOJTHOCTRIO JeTa-
JU3NPOBAHHOTO OTHMCAHUS TIPOTOKONA K IPOTOKONY, KOTOPHI pasperraer
MOAIEPKKY HOTTOTHUTENBHBIX (DYHKIIWIA.

Appecauus B IPv6

Anpeca B IPv6 nmeror mmmHy 128 6ut niau 16 Gaiit. Bepcus 6 oGobiaer crerm-
AITbHBIE TUTIBI AIPECOB BEPCUN 4 B CIIEAYIONINX TUTIAX aJPECOB:

O Unicast — MHAMBUAYANBHLIA agpec. OnpeaeiaseTr OTAeNbHbII Y3l — KOMIIbIO-
Tep WIM TOPT MaplupyTusaropa. Ilaker goikeH OBITh AOCTaBIEH Y311y IO
KpaTyaiiireMy MapiipyTy;

@O Cluster — anpec knacrepa. O003HA4YaeT IPYMIy Y3JI0B, KOTOPbIE MMEKT 00-
LM agpecHbIi npedukc (HampuMep, IPUCOSIMHEHHBIX K OOHOI (pU3nuecKoil
ceru). Ilaker moskeH ObITh MapLIPYTU3WPOBAH TPYIIE y3JI0B IO KpaTyaifiie-
My IyTH, a 3aTeM JOCTaBjleH TOJbKO OJHOMY M3 WIEHOB TPYIIbl (HalpuMmep,
omkaiiieMy yaiy);

O Multicast — agpec Habopa y310B, BO3MOXHO B Pa3IUYHbIX (PM3MYECKUX CETSIX.
Komuy makera mOMKHBI OBITH JOCTABIEHBI KAXIOMY Y31y Habopa, UCITONB3YS
arnmapaTHble BO3MOXHOCTH TPYIINOBONH WJIM LIMPOKOBEHIATEIbHON ITOCTaBKH,
€CJIM 3TO OCYILECTBUMO.

Kak u B Bepcuu IPv4, ampeca B Bepcuu IPv6 memsarcst Ha Kitacchl, B 3aBUCHMOCTH
OT 3HAYEHMS HECKOJbKMX CTapliuMx OMTOB aapeca.

Bonbirasg yacTh KiaccoB 3apesepBUpoBaHa A Oyayiero nmpumeHeHus. Haunbo-
Jlee MHTEPECHBIM ISl MPAKTUYECKOrO MCIOb30BAHMS SIBASETCS KIAcc, IMpeaHa-
3HAaYeHHBIN As1 IpoBaiaepoB yciayr MHTepHeTa, HasBaHHbI Provider-Assigned
Unicast.

Hns1 obecrieyeHust COBMECTUMOCTU cO cxeMoll aapecaunu Bepcuu IPv4 B Bepcuu
IPv6 ectb xitace agpecos, umeromux 0000 0000 B crapmmx Gurtax agpeca. Miaa-
wue 4 6aiita agpeca 3TOro Kjiaacca J0MXKHbI coaepxkarb aapec 1Pv4. Mapuipyruza-
TOPBI, HNOANEPXKUBAIOILINE 00€ BEPCUM AIpecoB, AOJKHbI 00eCIeyrBaTh TPAHCII-
LIMIO IIpM IlepeJaye makeTa M3 CeTH, NojaepxuBamolei agpecauuio 1Pv4, B ceTs,
noajep:kupBanoLyo agpecaiuio 1Pv6, u Haobopor.

CeTeBble NnakeThbl

Kak yxe ymommHamgoch, WHGMOPMAIUS TIO CETH TiepemaeTcsl OmpelacTeHHBIMI
TMTOPIUSIMY — TakeTaMu. [1pndeM, Ha KaXXIOM ypoBHe IMaKeT MMeeT CBOM pasMep
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U CTPYKTYpy. B pesynbrate B MmakeT HUXKHEro ypOBHS BKIAOBIBACTCS ITaKeT Cle-
IyIoIIero YpoBHA W T. A. Tak Xe MOHATHO, YTO YeM Gojlee BEICOKOTO YPOBHS Tia-
KeT, TeM MeHbIlle MHGOPMAIINN OH MOXeT colepXaTh B cebe. PasMephl TTakeToB
OTPAHIMBAIOTCST KaK OCOOCHHOCTSIMU amiapaTyphl, TaK W TPeGOBAaHWAMU TIPOTO-
KOJIOB.

MapuipyTusauma nakeTos

MapuipyTuzaiuss — MeXaHU3M Iepegauyd MakeToB Mexnmy ceTamu. [lpu Mapii-
pYTU3aLMK MAKETOB pelllaeTcsl 3amada, Kak 3a HauMeHbllee BpeMs, 10 Kpar-
yaiiieMy MyTH, ¢ MUHUMAJIbHOH CTOMMOCTBIO HOCTaBUTH MakeT. Kak mpasuio,
B COBOKYITHOCTH PEUINTb 3Ty 3amadyy He IPEeACTaBIseTcS BO3MOXHBIM. IloaTomMy
MMPOTOKOJIBI MApILIPYTH3alUUKM IAKETOB JODKHBI MMETh BO3MOXHOCThH 3amaBaTh
pasTMYHBIe TIpaBUjIa W CTPaTerny MapiipyTu3anmn. K mpuMepy, TocTaBUTh TTakeT
¢ MaKCHMAaJTBHOW CKOPOCTBIO WIN ¢ MUHUMAITBHOW CTOMMOCTHIO.

MpoTokonbl MapLIpyTU3aLun

ITpoToKoabl MaplIpyTU3ALMK Pa3ACTSIIOTCS Ha TIPOTOKON BHYTPEHHETO NIT03a
(Interior Gateway Protocol, IGP) u nportoxkon BHeuiHero uuio3a (Exterior Gate-
way Protocol, EGP).

IMpoTokon BHYTpeHHEro NNI03a YIpaBIsSIeT MaplIpyTU3amneil B TIpemerax ceTh
WIW TPYIITBI CeTei ONHOTO BiameNblla, HocAIIel HasBaHWe "aBTOHOMHAs CHCTe-
Ma". BHYTpM aBTOHOMHBIX CHUCTEM HMEETCSI TOJBKO CIIMCOK CeTed, BXOMSIINX
B QBTOHOMHYIO CHCTEMY, U M3BECTHBI TOUKKM B3aUMOIENCTBUS C BHEIIHUM MHPOM.

npOTOKOJ'[ BHCUIHETO IIIJIK034 OTBEYACT 3a MApUIPYTU3ALIUIO MEXIDY aBTOHOMHBIMU
CUCTEMAaMM.

Ha ceromHgamramit meHb MWPOKO WCTIONB3YIOTCS CIEAVIOMIAe TIPOTOKONBI Map-
MPYTU3ALNAN:

O RIP (Routing Information Protocol) — mpoTOKOJ JAaHHBIX MapLIPyTU3ALUHU.
VcerapeBmmii ipotokoi. Tem He MeHee, AOCTATOUHO HIMPOKO PaclpocTpaHeH
Omarogapst yTuiauTe routed, KoTtopasi SIBIsSIeTCSl CTAaHAAPTHOW TporpaMMont ISt
omnepanoHHbIX cucteM UNIX-ceMeiicTBa;

O OSPF (Open Shortest Path First) — mpoTokon BbIOOpa KpaTyaillero IyTH.
TTpoTokos MPOMBITIIEHHOTO YpOBHS. PaccunMTaH Ha KpyIHBIE CETU CO CIIOX-
Holl Tomonorueit. boxee rmbok, yem npotokod RIP, omHako mo cpaBHEHUIO ¢
HUM CJIOXHEe B aIMUHUCTPUPOBAHUU;

O IGRP (Interior Gateway Routing Protocol) — mnpoTokosn MapuIpyTH3aluu
BHYTpeHHeTo Tmmo3a. Mcnonb3yercst Mapuipytuzaropamu CISCO. ITo Bceii
BUIMMOCTH, CKOPO COMIET CO CIIEHH,;

O EGP (Exterior Gateway Protocol) — mnpoTokon BHemiHero unmo3a. Crapblii
IIpOTOKON BpeMeH 3apoxaeHus: MHtepHera. IlpakTwyecku BBITECHEH IIPOTO-
koiom BGP;
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O BGP (Border Gateway Protocol) — nmpoTokos rpaHMuHoOro 1uno3sa. B ornuuue
or EGP, mommepxxwBaer CIOXHYIO TOIOJIOTHIO ceTH. MMeeT BO3MOXHOCTH
IITPOKOI HACTPOWKHN CTPATETHN MapPIIPyTH3ALNN;

O DVMRP (Vector Multicast Routing Protocol) — mpoTokos TpyImnoBoii Map-
LIPYTU3ALUU 10 BEKTOPY PACCTOSIHUSL;

RIP, OSPF u IGRP — BuyrpenHue nporokonsl; EGP 1 BGP — BHeuHue npo-
TOKOJIBI.

Appecauusa B TCP/IP
Kaxnprit komnbioTep B cetn [P uMeer ampeca Tpex ypoBHel:

1. Jloxaavuwii adpec yzaa onpeneisiercss TtexHonorueil (Hampumep, Ethernet),
¢ MMOMOIIBIO KOTOPOH MOCTPOEHA OTAEIbHASI CETh, MMEIOIIAs B CBOEM COCTABE
JAaHHBIM y3ea. Jms y3moB, BXOASIINX B JIOKajdbHBIE ceTH, — 3T0 MAC-ampec
cereBoro amantepa. MAC-agpeca HaszHavyaloTCs TTPOUBOAUTENSIMU O0OPYIO-
BaHUS W SIBASIOTCST (TeOpeTU4ecKU) YHUKATBLHBIMU ajJpecaMu, T. K. YIpaBis-
I0TCS TIEHTPaIN30BaHHO, OMHAKO OONBIIMHCTBO TMpousBoauTeneit Ethernet-
KapT TIpeAOCTaBISIOT YTUINTY Ui TiepeHasHaueHus: MAC-aapeca. s Bcex
CYIIIECTBYIOIINX TEXHONOTUI JOKaMbHBIX cereil MAC-agpec umeer 6-6aiito-
BBIN (bopMmar: crapiue 3 6aiiTa — naeHTUdUKaTOop GUPMBI TIPOU3BOAUTENS, a
Miammme 3 G6aiiTa Ha3zHAYAIOTCAd YHMKAIbHBIM 0OOpa3oM caMUM IIPOU3BOIM-
TEJIEeM.

2. IP-adpec cocront u3 4 Gaiit (cranmapt IPv4) wim 16 Gaiit (ctanmapt IPvo6).
DTOT agpec UCTIONB3yeTCsl Ha ceTeBoM ypoBHe. OH Ha3HauaeTcsl aiMWHUCTpa-
TOpOM BO BpeMsl KOHGUTypHupoBaHus ceTu. 1P-agpec cocTouT M3 OBYX YacTeli:
HOMepa ceTH M HoMepa y3na. HoMmep cetu MoxeT OBITh BBIOpaH amMUHUCTpA-
TOPOM MPOU3BOJIBHO JMOO Ha3HAYeH MO PEKOMEHAALMU CIeUaTbHOrO MOoMI-
paznenenusi MurepHera (Network Information Center, NIC), eciau ceTb
JIOJIXKHA paboTaTh Kak cocTaBHasi yacTb MHTepHeTa.

3. CumsoabHbill udeHmMu@uUKamop-ums, Harnpumep, tosser.mail.ru. DToT aapec Ha-
3HayaeTcsl aIMUHUCTPATOPOM U COCTOMT M3 HECKOJbKUX 4acTeil, Hampumep,
AMEHU MAaIlluHBI, UMeHHU ¢GUPMBI, UMEHHM IoMeHa. Takoi wuaeHTHUdHUKaTop-
UM MCTIOJIb3YETCSl HAa MPUKJIAAHOM YPOBHE, Harpumep, B npotokojie FTP.

IP-agpec coctonT U3 IBYX YacTell: ceTeBolt yacTu M aipeca xocta. Ha ocHoBaHum
CeTeBOI YacTH ajpeca MPUHUMAETCST PellleHre O CeTEBON MapIIpyTU3aIllnn. AIpec
XOCTa OJHO3HAYHO OIIpelessieT CeTeBoe YCTPOWCTBO, KOTOpOe, B OOJNBIIMHCTBE
CJIy4aeB, COBIIANIAET ¢ XOCTOM (3Mech He 00OHMTHCH 0e3 MCKITIUeHUNH — HEKOTO-
pble KOMITIbIOTEPBI UMEIOT HeckonbKo IP-aapecoB). CranmaptHo IP-ampeca 3anu-
CBHIBAIOTCS KaK AECATUYHbIE Yucaa (O OMJHOMY Ha KaXIblii OAlT agpeca), pasae-
JaeHHble toukamu. K npumepy, 192.168.74.2. OnHako He Bce ceTeBble aipeca
MOIYT MCIIOJb30BaThCs IJ151 Ha3HAYEHUs] MX KOMIIbloTepaMm. MCKIIOUeHMSIMU sIB-
asotest agpeca 0.0.0.0, 127.0.0.1, 255.255.255.255 u Hekotopble apyrue. Cyliect-
ByeT HECKOJIbKO KJIACCOB CeTeBbIX aapecoB (Tabu. 1.6).
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Tabnuua 1.6. PacrnipeeneHue ceTeBbiX afpecoB Mo KiaccaMm ceTeli

Knacc [MepBbiii 6aiiT dopmar KomMmeHTapum

A 1—126 C.M.M.M OueHb KpyrHble ceTu, Kak NMpaBuio — Kop-
nopauun unu 6onblune rocygapcTBEHHble
yupexgeHus

B 128—191 C.CM.M KpynHble ceTn — kpynHble dupmbl, 60sb-
LLMe UHTEPHET-NpoBaiiaepb

C 192—223 C.C.CM O6bluHas ceTb Ha 254 KoMMbloTepa

D 224—239 — Kak npaBwno, nopceTu, BbigaBaemble

npoea|7|p,e paMi KnneHtTam

E 240254 - OkcnepuMeHTasnbHble agpeca

B xkomonke "®opmar” 6ykBel C 0003HAYAIOT CETEBYIO YacTh aapeca, a OYKBEHI
M — ero KOMIBIOTEPHYIO YaCTh.

Breinenenuem I1P-agpecoB 3aHuMaeTcsl ciiyxba perucrpaudu UHGOPMAIIMOHHOTO
meHTpa InterNIC, HO eciau HeobxommMo monyanth 4—5 IP-agpecos, To nx Bmoj-
He MOXeT IMpPeIoCTaBUTH JII000I WHTepHeT-mpoBaiigep. OgHako He Bce ampeca
pemHa3HavyeHbl g moctyna 3 WMATtepHera. CylllecTByeT Ipylna agpecoB, WC-
MTOJIB3YEeMBIX TOJIBKO B JIOKAJBHBIX CETSX:

3 10.0.0.0 — 10.255.255.255

3 172.16.0.0 — 172.31.255.255

3 192.168.0.0 — 192.168.255.255

Kak mMoxHo BUIETh, 3T0 aapeca kKiaccoB A, B 1 C cooTBETCTBEHHO.
Heckonbko IP-anpecoB uMeroT crielinaibHOe 3HaAUeHUe:

O angpec, B KOTOPOM CeTeBasl YacThb CONEPKUT HYJIM, COOTBETCTBYET XOCTY B JIO-
kanbHoi cetu. Hampumep, 0.0.0.145 coorBercTByeT padoueil craHuuu 145
B JIoKanbHOU cetu, a agpec 0.0.0.0 — Texyuiemy xocry;

3 cetb ¢ agpecoM 127.X.X.X — gBisgerca (pUKTUBHON CETbIO, HE MMEIOIIe HU-
KaKMX almapaTHBIX CETeBBIX MHTEPGEHCOB M COCTOSIIEH TOJIBKO U3 JOKAIBHO-
ro xkomiblotepa. Anmpec 127.0.0.1 Bcerma obo3HayaeT TEKYIIYI0 MAaIIUHY U
nMeeT cuMBosimyeckoe ums localhost;

O aapec, coiepxalluil B Kakoil-11nbo yactu yuciao 255, obo3HayaeT 1MpOKOBe-
uiartenbHbIA ampec. Hampumep, maker, mociaHHbii mo aapecy 192.168.3.255,
Oyaer oTocjaaH BceM KoMIbloTepaM B cetu 192.168.3, a maker, moCAaHHBIA 110
aapecy 255.255.255.255, ornipaBuTcs Mo ecem KommbioTepam MHTepHeTa.

CuMBobHBIE MMeHa MHTepHeTa NMEIOT CIEAYIOIIYIO CTPYKTYPY:
HNmsa_komnbloTepa.noMeH3ypoBHs.1I0MEH2YpOBHS.A0MeH 1ypoBHS.

Hanpumep: www.rambler.ru, www.yahoo.com, www.alst.odessa.ua.
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oMeHBI TIepBOTO YPOBHS CTAHAAPTU3MPOBAHBI U OOBIYHO COCTOSIT W3 ABYX WIW
Tpex OyKB JJaTUHCKOTO ajichaBuTa. B TTociaenHee BpeMsT BBOISTCSI TOMEHBI TIEPBOTO
YPOBHS, cOCTosIIIe M3 Oojiee yeM Tpex OYyKB, HO ITOKA MacCOBOIO pacIpocTpa-
HEeHUs OHM He monyumin. Kak mpaBuio, TOMeH IMEepBOTO YPOBHS MOXKET HUMEThb
UM THIA com, org, net, mil WIK IByXCUMBOJIBHOTO Ha3BaHMUsI CTPAHBI, 34 KOTO-
poii 3akpemieH mgoMmeH: ru — Poccusa, ua — Yxpauna, uk — BenukoOputaHus.
OTHOCUTENbHO UMEHU JOMEHAa BTOPOTO YPOBHS CTPOTUX IMpaBui Her. Jnsa mome-
HOB TIEPBOTO YPOBHS THUIMA COM, AOMEH BTOPOTO YPOBHS OOBIYHO HOCHT WM
KOMIIAaHUM, (QUPMBI WM TOPToBOM MapkKu. JasT JoMeHa CTpaHbI MpaBWiIa KMEHO-
BaHUsI HecKoJbKo apyrue. B yactHoctu, ansg Poccuu umsi JjomMmeHa BTOPOTO YpOB-
HS OMpeJensieTcsl oKymnarejieM — K Mnpumepy, exler.ru, a st YKpauHbl UMS J0-
MeHa BTOpPOTO YpPOBHSI — 3TO KOO Ha3BaHue objacTHoro HeHTpa (odessa.ua),
Jubo umst TMma com, org, net, mil. I[loxoxast cutyaius HadmOIAaeTCS U B APYTUX
crpanax: Llsemmsa, @pannns, [epMaHnsg WMeHa JOMEHOB BTOPOTO YPOBHST JKECT-
KO He 3aKkperuisitor, a Benukooputanus, TaliBaHb, ATMOHUS — 3aKpeTuISIIOT.

Mpotokon agpecauyun ARP/RARP

Hecmorpsg Ha TO, 4ro ampecainsi 1P-makeToB ocylIecTBASeTCS MPU ITOMOIIM
IP-anpecos, mpu mepemadye JAaHHBIX C KOMIIBIOTepa HAa KOMIIBIOTEDP HEOOXOOUMO
HCIob30BaTh anmnapatHele MAC-aapeca (KOHEYHO, KpOMe TeX clydaeB, Korma
HCIONB3YeTCs COeAMHEHUE TUITA "Touka-Touka"). [Is onpeaeneHus COOTBETCTBUS
arnnaparHeix MAC-anpecoB 1P-ampecam cayxut nporokon ARP (Address Resolu-
tion Protocol, mpotokon mpeobpaszoBanust agpecoB). OH NMPUMEHSETCS B CETIX
JIIOOBIX TUIIOB, MCIOAB3YIOUIMX LIMPOKOBelaTeNnbHblil pexkxuM. ARP MoxHo mpu-
MEHSITh TOJBKO B Ipenenax ogHoil cetr. OmHaKo 3TO He MelllaeT IepeaaBarh ma-
KeT yepe3 HECKOJIbKO CeTel, MPOCTO MPU MPOXOXKICHUN MaKeTOM MapIIpyTHU3aTo-
pa, oH ompenensier HoBbii MAC-anapec npueMHuka. Kaxaplii KOMIbIOTEP B CETH
coznaet tabnuiy ARP, KoTopasi cogepXuT mociaenHue 3amnpochl.

MHorpa anmaparHbie ajpeca HeobxoauMo TpaHcaupoBarh B IP-agpeca. st sToro
ucnonb3yercs nmporokonl RARP (Reverse Address Resolution Protocol, o6patHblit
MPOTOKOJ Mpeodpa3oBaHMs aAPECOB).

MpoTtokon ICMP

IMTporokon ICMP (Internet Control Message Protocol, MexceTeBoOi MPOTOKOJI
yIIpaBIeHNs] COOOIIEHNSIMI) OTBeYaeT 32 HU3KOYPOBHEBYIO TOMIEPXKKY MPOTOKO-
na TP, BKJIIovast TIOATBEpKACHWE TIOJYYEHUST COOOIIEHNs, TeHepalnIo COOOIIEHNS
00 owmnbkax M MHoroe japyroe. B Kakoii-To Mepe MOXEeT MCIIOJb30BaTbCs s
MapIIpyTU3aIU TaKEeTOB.

ICMP-coobmennsT moceuraloTes ¢ MoMoIiblo craHgaptHoro IP-3aromoBka. Ilep-
BBIII OKTET B TIOJIe JAHHBIX jatarpaMMbl — 3To moje tnna [ICMP-coobmenns.
3HaueHne 3TOTO MO ompenenseT ¢opMar BCeX OCTANBHBIX JAHHBIX B AaTarpaM-
Me. 3areM WIEeT OKTET, coIep Kalllnii Ko, MOSCHSIOINI cOooDIIeHne, N IByx0aii-
TOBasl KOHTPOJILHAS CyMMa.
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B ta6x. 1.7 npusenens! Tuibl U Koasl ICMP-coob1LeHniA.

Ta6nuya 1.7. Tunei v kogel ICMP-coobLyeHui

Tun

Kop,

OnucaHne kopga

OnucaHune TMna

OTBeT Ha 9x0-coobLeHne

HeBoamoxHo nepenarb
pgatarpaMmy Ha noKanb-
HY1O CeTb, rae Haxogutca
agpecar

HeBoamoxHo nepegartb
Jararpammy Ha xocT,
ABNALWMNIACA agpecaTom

Henb3sa Bocnofb3oBaTtbes
YKa3aHHbIM NMPOTOKOJIOM

Henb3s nepepatb gaHHble
Ha yKasaHHblii nopT

Ona nepepayun gatarpam-
Mbl Mo ceTu TpebyeTca
dparmeHTaums, HO Bbl-
cTtaeneH cpnar DF (3anpet
chparmMeHTaLMK NakeTos)

Cb6oi1 B MapLupyTU3aLUU
npu oTNpaeneHUm

CoobweHune o npobnemax npu nepepauve
NnakeToB

LLno3 MoxeT nocnatb coobLleHus ¢ kogamu
0, 1, 4 n 5. XocT MoxXxeT nocnatb coobLleHua
c Kogammn 2 n 3

CoobLeHue ans NPUOCTaHOBKIK oTNpaBUTENA.

LUnioz MoxeT ymanuTb patarpammbl, €cru
Y Hero HeT MecTa B bycbepe AJs NOCTAHOBKU
aTUX JararpaMm B ovepefb Ha oTnpasrieHune
Mo MapLUpyTy CrefoBaHus K agpecary.

Ecnu wnioz ypanser partarpammy, TO OH
[OJDKEH MocnaTb cooblueHne ans npuocta-
HOBKU XOCTY, OTMpaBMUBLUEMY AaHHylo Jata-
rpammy. CooblleHne O MpUOCTaHOBKE MO-
XET nocrnatb Takxe cam azpecart, eciu aa-
TarpamMmbl  MPUXOAAT  CIULWKOM  6bICTPO,
ytobbl ycnetb ux obpabortarb. CooblieHue o
NMPUOCTaHOBKE SIBNSIETCSA 3anpocoM Afsl XOC-
Ta YMEHbLUNTb CKOPOCTb MOCHUTKU AaHHbIX Ha
3TOT agpec.

LLUno3s unuM xocT MoXeT nocblnate coobuie-
HUEe O MPUOCTAHOBKE ellle A0 AOCTMKEHUA
npegenbHol NponyckHoll cnocobHOCTU 1 He
Xgatb, NMoka 3ToT npegen 6ypmet npoipeH.
M wnios 1 xocT MOryT oTnpaeButb coobLueHne
¢ Kogom O
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Ta6nuya 1.7 (nponomkerue)
Tun | Kog | OnucaHue kopga OnuncaHuve TMNa
5 0 Mepeappecauus CoobLueHue o nepeagpecauiu
Jatarpamm ans cetu
1 Mepeappecauus
JaTtarpamm ans xocta
2 Mepeappecauus
JaTtarpamm ansa tmna ycnyr
n cetu
3 Mepeappecauus
JaTtarpamm ansa tmna ycnyr
n xocTa
8 0 Oxo-coobueHne U cooblieHue B OTBET Ha
3Xo0.
[aHHble u3 3X0-coobLUeHNs AOKHbl ObiTb
nepefaHbl B OTBET Ha 3To coobiueHue. NpeH-
Tucdukatop U Homep ouvepean MOXeT Uc-
Nnosib30BaTbCA OTMpaBUTENIEM 3XO-COObLLe-
HUA C Uenbio ugeHTudmkauum nNpuxoaaLLImx
naketoB. KomnbloTep, OTO3BaBLLUACA Ha 3TO
cooblLieHre, BO3BpaLLAET B CBOEM OTBETE Te
Xe 3HayeHus ana ugeHtudukaropa u Home-
pa ouepegu, 4TO ObIAUM B UCXOLHOM 3XO-
coobLleHun.
Kak o3, Tak 1 XOoCT MOryT Bo3BpallaTtb
coobLueHue ¢ kogom 0
11 0 Mpu nepepadve npeebilweHo | CoobllieHUe O MNPEBLILLEHUN KOHTPOJSIBHOTO
BPEMSA >KU3HU BpPEMEHM.
1 MpeBbILIEHO KOHTPOMLHOE LLUnos moxeT nocnatb CooOBLUEHUE C KO-
Bpems npu c6opke dpar- aom 0, a xocT — ¢ Kogom 1
MEHTOB fatarpamMmbl
12 0 Ykazatenb nokasbiBaeTt CoobLeHue o npobnemax ¢ napameTpom.

oLnbky

Ecnu wnios wnn xoct, obpabatbiBatoLymia
pjatarpammy, obHapyxueaeT npobnemy c
obpaboTkoli napamMeTpoB 3arosioBka, U 3TO
He MO3BONAET 3aBeplLuTb ee 06paboTKy, TO
OH JomkeH ynanutb gatarpammy. OgHoil ns
MPUYMH 3TOrO MOrYT 6biTb HenpaBusbHble
aprymeHTbl B onuuun. Ykasatenb onpegensaet
OKTET B 3aroSfloBKE UCXOLHOI AaTtarpamMmbl,
roe 6bina obHapyxeHa owwubka. Kog O co-
obLLEHNA MOXET MPUXoAUTb Kak OT LUI03a,
Tak 1 oT xocTa




naBsa 1. CeteBble MPOTOKO/IbI

37

Ta6nuya 1.7 (okoruaHue)

Tun | Kop

OnucaHne kopga

OnucaHune TMna

13 0

CoobLLeHue co WTaMnom BpeEMEHU.

JaHHble 13 coobLleHns Bo3BpaLlaloTcsl BMe-
CTe C OTBETOM, NPU 3TOM B HUX gobaensertca
ellle oAWH WTamn BpemMeHu. Ltamn speme-
HU — 3710 32 6buTa, rae 3anMcaHo BpeMs B
MUNNUCEKYHAAX, Mpolledllee mnocsie nosy-
Houum no eguHomy Bpemenu (Union Time,
UT). LUtamn BpemeHu oOTnpaBreHus — 310
BpeMsi, KOTopoe oTnpaBuTeslb UKCUpoBan
nocnegHWidi pas nepepn nocbinkoll coobiue-
Hus. Lltamn BpeMeHu rosyvyeHus — 370
BpeMs, Korga ucxogHoe cooblleHue Brep-
Bble YBUAEN Mony4yatenb MepBOHaYasbHOro
coobleHus. Lramn BpemeHu nepegayun —
3TO BpeMs, KoTopoe chukcuposan B nocned-
HUA pa3 KoMMbiloTep, oTnpassoLWuil OTBET-
Hoe coobLeHue.

M wnios u xocT MoryT Bo3BpalaTtbh cooblie-
HUA ¢ kogom 0

14 0

Coo6u.|,eH|/|e C OTBETOM Ha WTamMn BpeMeHn

15 0

3anpoc uHdpopMaLmu.

JanHoe cooblieHue MoxeT 6biTh MocnaHo,
korga B IP-3aronoeke B Nossx oTrnpaBuTens
1 nonyuarens sanucaHbl Hyiu. B oteet gon-
XeH 6biTb nocnaH IP-Moayrb € MOSIHOCTBIO
3afaHHbIMU agpecamu. JaHHoe coobLueHue
ABnAeTcs cnocobom, ¢ MOMOLLBIO KOTOPOro
XOCT MOXET OnpefenuTb HOMep ceTu, Kyaa
OH NOAKITIoYEH.

M xocT 1 wnio3 mMoryT Bo3BpallaTtbh cooblie-
HusA ¢ kogom 0

16 0

OteeTHOE coobLueHue ¢ nHdopMaLmel

NMpoTOKONbI TPAHCMOPTHOIO YPOBHA

[1poTOoKOBI TPAHCIIOPTHOTO YPOBHS 0a3upyloTcd Ha mpotokoise [P. CyiecTByioT
JBa mpoTtokoja TpaHcnoptHoro ypoBHs: TCP u UDP. OHu obecrieuynBamT Tepe-
a4y JAHHBIX ¢ 3aJaHHBIMU XapaKTePUCTUKAMH MEXITY MCTOYHMKOM U MPUEMHH-
KOM JaHHBIX. DTU MPOTOKOJILI BBOIAT HOBBIN YpOBEHb aipecallii, TaK Ha3bIBae-
MBI HOMep TiopTa (port number), KOTOPBI oOTpeaensieT, KakoMy Tpolleccy Ha
XocTe mepenaroTcs aaHHble. Homepa mopTroB 3aHumMaior apa 6aiita. CylecTByeT
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CIIMCOK COOTBETCTBUS HOMEPOB MOPTOB IMPUIOXEHUAM, olpeaeneHHblii B RFC1700
(Request For Comments, 3anpoc i MOSICHEHWI; TaHHBIE HOKYMEHTBHI OIMMChI-
BaIOT CTAHAAPTHI MPoOTOKoJoB MHTepHeTa W UX B3auMoaelcTBusi). HekoTopbie
3ape3epBUPOBAHHLIE TTOPTHI MPUBEACHHI B Ta0a. 1.8.

Tabnuya 1.8. Cepuchi U 3aKperyieHHble 32 HUMU MopTh

Ne nopra Cepsuc OnncaHune
7 Echo Echo
20 FTP-data Mepepaya gaHHbIX
21 FTP Ynpaensioliye komaHgpl
23 Telnet YpaneHHblli JOCTYN B CUCTEMY
25 SMTP [MpoToKo 3NEeKTPOHHOW MOYTHI
53 Domain Cepeep gpoMeHHbIx UMeH DNS
80 HTTP Cepeep WWW
110 POP3 [MpoToKo 3NeKTPOHHO MOYTHI
119 NNTP TenekoHdepeHLUN
123 NTP CuHxpoHu3aLuua BpemMeHu
161 SNMP [MpoTokon ynpaBneHus ceTeBbIMU YCTPOCTBaAMUA
179 BGP MapLupyTnsaums
Mpotokon TCP

IMporokon TCP monaepkuBaeT HAAEXHYIO Tiepeaady JAaHHBIX C TIpenBapuTeb-
HBIM YCTAHOBJIEHWEM CBA3W MEXIYy WCTOUHWUKOM M TIPUEeMHUKOM WHGOPMALINN.
Ha 6aze sroro mnporokosna peaiuM3oBaHa OoJiblliad 4YacTh MPOTOKOJOB YPOBHS
MIPUJIOXXKEHUN.

IIpotoxon TCP uMeer cienywoline XapakKTepUCTUKU, 00YCIaBIMBAIOIIEE €ro Iu-
pPOKOE UCTIOIb30BaHUE:

O nepen HayaIoOM Mepeaadyd JAHHBIX IPOTOKOJ CO3MAET KaHAT MEXAy UCTOYHU-
KOM W TIpUEMHHUKOM WHGOPMANHT TTYTeM Tlepelladr 3ampoca Ha Havajxo ceaH-
ca W ToMydeHWeM oTBeTa. [lo OKOHYaHWW Tiepelavyn AAaHHBIX CeaHc IOJDKeH
OBITH SIBHO 3aBEpILEH IyTeM IIepenadn COOTBETCTBYIOIIETO 3aIpoca;

3 jmocTaBKa FaHHBIX SIBISIETCA HamekHoi. Tlepel oTIpaBKoii cleayolero make-
Ta UCTOYHUK MHGOPMALUK JTOJKEH IOMYUYUTh MOATBEPXKIECHUE O MpUeMe Ipe-
JEITYIIETO TTAKETA OT MpUeMHNKAa WHhOPMAINH;

O BO3MOXHOCTh YIIPaBJICHUA ITOTOKOM JAaHHDBIX;

O BO3MOXHOCTH JOCTABKU OKCTPEHHBIX JAaHHBIX.
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BTN 0coOEHHOCTH TTO3BOJISIIOT TIporpaMMaM, MCOoIB3yoIUM mpoTokol TCP, He
3a00THTECS OO0 OpTAaHW3alNW HaAEKHOI Tepemauyn maHHBIX. C Ipyroil CTOPOHHI,
HCMOAB30BaHME 3TOrO MPOTOKOJIA MPUBOAUT K YMEHBIIEHUIO CKOPOCTU Mepeaadn
JAHHBIX.

MpoTtokon UDP

IMporokon UDP obecrieunBaeT Joruyeckuil KaHam MeXITy WUCTOUYHWUKOM W TIpU-
€MHMKOM JaHHBIX 0e3 MpeaBapUTeJIbHOTO YCTAaHOBJIEHHUS CBSI3U. To eCTh MaKeThl,
nepenasaeMble 1Mo npotoxkoay UDP, He 3aBUCAT Opyr oT mpyra, 1 HUKAKOIo Moa-
TBEepPKIEHWS JTOCTaBKU TIaKeTa MPOTOKOJIOM He TIpeaycMaTpuBaeTcs. DTO CHUIBHO
HanmoMMHaeT OpocaHue OYTHUIKM ¢ 3alMCKOil B Mope — aBoch moiiaer. Iloatomy
MPOTPAMMBI, UCIONB3YIOINE TAHHBIA IIPOTOKOJ, MOJKHBI CAMU OPTaHM30BBIBATH
MpoBepKy ¢akTa AocTaBKM UHbopmanuu. OgHako Oxaromaps cBoel TPocToTe
npotokol UDP MoxeT TIipM HOPMAJIbHBIX YCIOBUSX TMepedaTh Topasmgo Oojblie
nHdopMalu, yeM napHbiii emy nporokon TCP.

B xauectBe mpmMepa TpuBeneM HECKOJBKO TPUIIOXEHWI, MCIIONB3YIONINX TTPO-
tokoa UDP:

3 cepsep DNS;
O mporpaMMbl, UCITOIB3YIONINE TTPOTOKOI CUHXpOHU3AIMK BpeMeHu NTP;
O nporpammel, UCIOAb3YIOLIME TPOTOKOI yaaneHHo#i 3arpy3ku BOOTP.

g Bcex TepedrcIeHHBIX TIpoTpaMM TIpeIToaraeTcst, 4To B cayJae yTepH Take-
Ta HEeoOXOomMMble NeHCTBUs (IIOBTOPHAS MOCBUIKA IAKeTa, BblAaya COOOIICHUS U
TOMY TIOMOOHBIE IEHCTBUST) OCYIIECTBISIOTCS caMUMM TiporpaMMaMu. B ciydae
HEOOXOAMMOCTU [APAHTUPOBAHHON MOCTABKM AAHHBIX MCIIOJb3YETCS MPOTOKOJ
TCP.

NMpOoTOKObI YPOBHSA NPUIIOXKEHUI

Iocnennuii, yeTBepTHIl YpOBeHb — YpPOBEeHb MpuiaoxeHuil. K coxaneHuio, moy-
TH KaXIbIH pa3paboTyuK TporpamMM, MCTOIB3YIOLUINX MPOTOKON YPOBHS TMPUIIO-
KeHUs, M300peTaeT CBOW TPOTOKON WIU MOAMMUUIMPYET yXKe CYIIECTBYIONINE,
XOTSl UMeeTCs OIpene/eHHbII HAbOp MPOTOKOJIOB, OMKUCAHHBII B COOTBETCTBYIO-
wux RFC. B 3aBUCMMOCTU OT UCIIOJIb3yeMOro MpOTOKOJa TPAHCIIOPTHOIO YPOBHS
MMPOTOKOJBl YPOBHS MPWIOXEHUI Nubo MojaraioTcsl Ha HAAEXHYI TOCTaBKY
JaHHbIX (Iporokoil TCP), 1ubo npuayMbIBarOT CBOIl CIOCOD KOHTPOJS AOCTO-
BEPHOCTU AAHHBIX (IIPU UCIIOJIb30BAHUU IIpoToKona UDP).

MpoTtokon FTP

IMpotokon mepenaun GaifIoB UCTIOMB3YeTCS TS OpTaHW3aIllMA W TIipueMa daitmos.
IMosBonger TpocMaTpUBaTh KATaoTW W ¢aifiabl, TIepeMMeHOBBIBATh WX, YAAIATH
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uT. 0. Ilpu nepecbuike GaiaoB KOHTPOIMPYET MX LEJOCTHOCTb. CyIecTByeT
"Muammuii 6pat” mporokona FTP — TFTP, koTopwlit HaMHOTO Tpolle B peaiu-
3aIlMM, U, B OCHOBHOM, WCTIOJNB3yeTcs IS 3arpy3ku WHMopManum Ha 6e31ncKo-
BEIe paboune CTaHIINN.

MpoTtokon SMTP

ITpocroit TIpoTOKOA Mepegadn TIOYTOBBIX COOOIIEHWH TO3BOMSIET paboTaTh ¢
9JIeKTPOHHOI mouToii. biarogapss ToMy, 4To Bce KOMaHIbl — OOBIYHBIE aHIJIMIi-
CKHE CJIOBAa, MOXHO C IIOMOIIBIO ITPOrpaMMbl telnet MOAKIIOUUThCS HA MOPT 25
(SMTP) u nepegaBaTh COOTBETCTBYIOIINE KOMAH/IbI C KOHCOJMU.

MpoTtokon Telnet

[IpoTokon mnpeaHazHayeH I YAAISHHOrO OOCTyma B cucTemy. K mpumepy,
MOXHO ¢ JOMAILIHET0 KOMITIbloTepa depe3 MHTepHeT 3aiiTi Ha pabounili KOMIIbIO-
TEp W BBITIOJIHSATh Ha HeM JII0Oble KOMaHABl (3amyckaTh MpOrpaMMbl, PelakTHPO-
BaTh ¢haiabl 1 T. 1.). Mcroiap3yeTcsi, B OCHOBHOM, IUJIST YAAJIEHHOTO aiMUHUCTPH-
poBaHus cucTeMbl. CunuTaeTcsi HeOE30TTaCHBIM TSI ONEePaIlTMOHHON CUCTEMB, T. K.
IIpU BXOAE B CHUCTEMY JOTMH (MM IIOJNb30BATEIsI) U MAPOdb NEpedaroTcs B OT-
kpbiToM Buae. IloBcemecTHO 3aMeHsieTcsl Ha mpoTrokoi SSH.

CeteBas cpaitnosas cuctema NFS

IIpoToxon, paspaboraHHblii ¢upMoil Sun, mpegHazHAYeH 1A MCIIOIb30BaHUS
JMCKOB U KaTaJIoroB cepBepa paboOuMMM CTAHIUSAMM B KayecTBe "MCEBIOIUCKOB".
BosHnuk oyenb maBHO, KOTHa BUHYECTEpP B CTO MeTabalT CTOWJ BecbMa JAOpPOTO, U
WCIOTB30BaHWE OTHOTO JNCKa, paclpenefseMoro depes ceTh, TIPUBOAIO K Cy-
MIeCTBEHHOW 3KOHOMMWU JEHEXHBIX cpeacTB. CeTomHS MCTIONBb30BaHNE TTPOTOKOIA
NFS mocreneHHO cXOmUT Ha HET, OAHO U3 HEMHOTMX MECT €ro IpUMEHEHUS —
Oe3gucKoBbie paboune ctaHuuu, ucnonb3ywiiue NFS B kauecrBe "cBoeit” ¢aii-
JIOBOU CUCTEMBI.

Mpotokon IPX

IMporokon obmeHa nakeramu Mexnay cerssmu (Internet Packet Exchange, IPX)
paspabotaH ¢dupmoit Novell qist cBoero mporpaMmHoro mpoaykTta NetWare. Og-
HaKo, HaYWHasT C YeTBEPTON BEpCHM CBOEH OMEpallMOHHON CHCTeMBI, dhupMa
Novell crana BHeapsaTh omaep:kky npotokona TCP/IP, a B nsToit Bepcun mpo-
tokon TCP/IP cran npaktudecku "poaHbiM” misa NetWare. Tem He MeHee, mpo-
tokoj IPX enie 1ocTaroyHo HIMPOKO UCIIONb3YeTCS.

IIporokon IPX mnpousolien or mpoTokona MexceTeBbix gararpamm (Internet
Datagram Protocol, TDP), paspaGoTaHHOro B Hay4yHO-MCCIEN0BATEILCKOM IIEH-
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Tpe Xerox. IIporokon IPX peanusyer MexaHU3M COKETOB C HErapaHTUPOBAHHOM
nJocraBkoit gararpamm. Ilopepx mportokona IPX MoxeT (GpyHKIUUMOHUPOBATH OOIb-
110€ KOJIMYECTBO TIPOTOKOJOB, B TOM UUCIe:

O nporokon gaHHbIX mapiipytusainu (Routing Information Protocol, RIP);

O nporokos obMmMeHa HyMepoBaHHBIMM TakeTamMu (Sequenced Packet Exchange,
SPX), rapanTupoBaHHasT JOCTaBKa;

npotokoa Echo;
MTPOTOKOJ COODIIEHNIT 00 olnoKax;

npotokoa oomeHa makeramu (Packet Exchange Protocol, PEP);

[ I R

MPOTOKOJ cepBUCHBIX 00BsIBIEHUN (Service Advertisement Protocol, SAP).

CymiecTByeT mporpamMmMHoe obecnedyeHue moa Linux (Mars), BBEIIOMHSIONIEE
¢yuxuuu cepepa NetWare, u nporpaMmHoe obecrieueHue, BbICTYMAoUlee K-
eHToM il cepBepoB NetWare. Takxke ecTb NporpaMMHOE OOE€CIEYEHME IO[
Linux, no3Bossitoliiee MaplupyTu3upoBaTh mnakersl [PX.

Mpotokon AppleTalk

IMTporokon AppleTalk mcnonb3yercst B ceTsix ¢upmbl Apple. PeanbHo, TOMUMO
KOMIIBIOTEPOB Apple, OH He HCHOAb3yeTcs Hurae. B omepallloHHOH cucTeMe
Linux cymrecTByeT nojiepskka 3TOro MPOTOKOJIa, YTO TMO3BOJISET B3aWMOAeH CTBO-
BaTh ¢ KoMmbloTepamu Apple.

Mpotokon NetBIOS

ITporokon, ncnonb3yeMblit pupmoit Microsoft B cBoux TIponyKTax sl OprHU3a-
LMK OJHOPAHIOBBIX ceTeii. B mociaeanee Bpems: nmpoaykThl Microsoft mo ymoa4a-
HWIO UCTONB3YIOT TTpoToKoasl TCP/IP.

Mpotokon DECnet

I'pynna cereBwix npoaykros ¢pupmel DEC. Ilognepxkka B onepaldOHHON CUCTe-
Me Linux 3Toro mportokoja cyuiecTsyeT. OIHAKO MaJIOBEPOSITHO, UTO BbI CTOJK-
HEeTeCh C 3TUM IPOTOKONOM, IocKojibkKy ¢upmbl DEC yxe HeT, a ee MUHU-
KOMTIBIOTEPBI Y HAC HE pacTpoCTpaHeHbI.

Jintepatypa v cCbinKun

O AHOHUMHBIM aBTOp (OIMBITHBIM B3TOMIINK). MakcuManbHas 0e30TMacHOCTh B
Linux. — JIuaCodrt, 2000.

O Bpexues A. @., Cmenguckuii P. JI. CemetictBo nporokonao TCP/IP.
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3 RFC792 — IIporokon ICMP.

O gazette.linux.ru.net/rus/articles/povest_ob_ip.html — I[losects 006 IP-agpeca-
uuu. [lecun H.

O msk.nestor.minsk.by/kg/2003/05/kg30503.html — KommbioTepHast rasera Linux
B Cetu. Cara neppag. [Togrorosun X-Stranger.

O www.rfc-editor.org — caiit, nocssiieHHb1ii RFC.
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HacTtpoiika cetn TCP/IP

B »T0i#l m1aBe Mbl paccMOTPUM B OOLIMX YEPTAX BOIPOCHI, CBA3aHHbIE C KOH(U-
TYPUPOBAHUEM PA3HOOOPA3HBIX CETEBBIX YCTPOMCTB U MPOTOKOIOB, HEOOXOMUMBIX
IUIST HOPMaJIbHOTO (DYHKIIMOHUPOBAHUS B JTOKATBHON CETH, OPraHU3alMH MOIEM-
HOTO coelWHEeHWs W MaplipyTusaropa. [1aBa B OCHOBHOM SBISIETCSI OO30pHOIM,
TTOCKOJIBKY OOJBITUHCTBO BOTIPOCOB MOAPOOHO OCBEIIAIOTCS B OTAEHBHBIX TJIaBax.
Haunewm e MbI ¢ ceTeBbIX MHTEPGEICOB.

KoHdpurypupoBaHue ceteBbix UHTepdeincos

CereBbIM UHTEpQEicoOM MOXHO Ha3BaTh JI000€ YCTPOHCTBO, KOTOPOE MOAKIIOYA-
eTCSl K KOMITBIOTePY U MOXET YCTAHABIMBATL COSAMHEHUE, IMPOU3BOIUTh OOMEH
JAHHBIMUA C OOHMM WJIHM HECKOJbKHMM XocTaMu. Kak mpaBuiro, KaKIblid UHTEP-
deiic umeer IP-agpec (a MHOrIA U HECKONbKO), C MOMOILbIO KOTOPOIO MOXKHO
ONHO3HAYHO ero WACHTHGUINPOBAaThH B ceTH. Takke MOXHO TPHCBOWTH OIWH
(MM HecKoJbKO) CUMBOIUYECKUX UMeH KaK WHTepdeiicy, Tak u IP-aapecy, 3a-
KpeTIeHHOMY 32 9TUM WHTepdeiicoM.

Kaxnerit xomnbeiotep ¢ OC Linux mMeeT BMPTYaJbHBIM ceTeBOil WHTepdelic ¢
cumBonudeckuM nuMmeHeM lo (loopback) u IP-ampecom 127.0.0.1. BroT nHTepdeiic
JOJDKEH 00sI3aTeIbHO TPUCYTCTBOBATh, WHAU€ MHOXKECTBO TMPOTPAMM OTKAXKYTCS
paboTaTh 160 OyAyT HeBepHO (PYHKIIMOHUPOBATH.

st IpocTOTHI OyieM cYUTaTh, YTO Y HAc €cTh ceTeBasl KapTa, KoTopasl TTOIKII-
YyeHa K JOKaJbHO# ceTh. B mipuHIIMTIE, OONBITUHCTBO CETEBBIX KapT OMO3HAIOTCS
M aBTOMATUYECKHM YCTAHABIMBAIOTCSA BO BCEX COBPEMEHHBIX NHUCTPUOYTHUBAX, HO
paccuuThIBaTh HeoOxoauMo Ha xynmmi BapuaHT. B Linux Ethernet-cereBnie Kap-
Thl UMEIOT cuMBoJinueckoe umst ethX, rne X — Homep unrepdeiica (0, 1, 2, ...).

751 KaxXa10To ceTeBoro ycTpoucTBa Bbl JOKHBI MOAKIIOUUTDL ApaiiBep (Ha aTare
cOOpKHU sIpa WIK AUHAMWYECKN) U HACTPOUTH UHTEpdeiic.
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1 iMHaMUYecKoro MOAKIIOUEHMS OpaiiBepa HEOOXOAMMO MOATPY3UTh MOIYIb
s7Ipa, OTBEYAKNINii 32 B3aMMOJAEUCTBHE ¢ JaHHBIM CETEBBIM YCTPOWCTBOM (Ha-
TpUMeEp, CeTeBOI KapToii) W TiepenaTh eMy TapaMeTphl ycTpoiicTBa. CienaTb 3TO
MOXHO C TIOMOIIBK KOMAaHIBI insmod, BBI3OB KOTOPOW OCYIIECTBISIETCST CIEIYIO-
UM 00pa3oM:

insmod [-fkmpsxXv] [-0 mma ycrporicrBal Qarul OpariBepa

Hale/IMep, JUISL CETEBOM KapTbl MO2KHO BbIITOJHUTb KOMaHAY CJICAYIONIETO BHUAA:
insmod -o eth0 /lib/modules/2.4.20/net/rt139.0

Ilocne moaxioueHUs ApaliBepOB HEOOXOAMMO HACTPOUTh MHTepdeiic — MpucBo-
uth 1P-agpec U yCTAaHOBUTH HY:KHBIE 3HAYEHUS IS APYTHX MAPAMETPOB CETEBOIO

noaximoueHusa (DNS, uumo3 u T. n.). Haubosnee yacro aj1s1 3TOro MUCIOIb3YeTCs
nporpamma ifconfig (interface configuration).

IIpu 3amycke ifconfig 6e3 aprymMeHTOB Bbl IIOJYYUTE CHMCOK AKTUBHBLIX MHTEP-
(deiicoB 1 UX TapameTphl.

HacTpoiika nokanbHoro nirepdeiica lo

BDror mHTepdeiic ucroabdyercss sl cBsI3u mporpamMm [P-knmnentoB ¢ IP-cep-
BepaMu, 3alyIIeHHbIMA HA TOM Xe KoMIlbloTepe. s ero HacTpoiKu HeoOXOomm-
MO BBIITOJIHUTb KOMAHIY

ifconfig lo 127.0.0.1

A JUTSI TPOBEPKHU €ro paboTOCTIOCOOHOCTH — WCTIONB3yeM YTHIIUTY ping:
ping 127.0.0.1

HacTpoiika Ethernet-kapTbi (eth0)

Mpb1 nomoOpanu MpaBWIbHBINA ApaliBep IS CETeBOM KapThl, 3alyCTWIM ero. Te-
nepb HEOOXOMMMO 3aKPelUTh 3a BTOU ceTeBoil xaproil IP-ampec m HekoTopbie
JOMOTHUTENBHBIE MapaMeTpbl. OTO MOXHO clenaTh, BBITOJIHUB IPOTPAMMY
ifconfig co crenyronuMu nmapameTpaMu (He 3adbiBaiiTe, IP-ampec u Macka moxce-
TH WHAWBUAYATBHBI JUTST KaXAOTO cydas):

ifconfig eth0 192.168.0.10 netmask 255.255.255.0 up

B HekoTOphIX clydyasgx HEoOOXOAMMO $SBHO YKa3aTh IIpEepbIBAHME, aApec BBO-
Ja/BbIBOIA WM THUI (GU3UYECKOTO cOoeAMHEHMs (KOaKCHal, BUTAs Iapa, ONTHKA).
D,Jlﬂ 9TOIo HGO6XO,Z[I/IMO BOCITIOJIb30BATbCA ITapaMeTpaMn KOMaHZLHOI‘/JI CTPOKHU if-
config, TAKUMU KaK irqg, io addr, media.

I[NoMumo 2TOro y KOMaHAbl ifconfig €CTh OMIMU, KOTOPbIC 3aMAl0T pa3iMyHbIE
XapakTepUCTUKH WHTepdeiica, HaAIpUMep, MaKCUMaJIbHOE 4HCIO OANHTOB, KOTO-
poe oH MoxeT mnepegaTb 3a oauH pa3d (MTU), mupokoBelaTenbHbIl aapec
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u 1. 1. bonee mompobHyio nHdoOpMAaINIO CMOTPUTE B PYKOBOACTBE IO IpOrpaMmme
ifconfig.

ITocne storo mpoBepsieM pabOTOCIIOCOOHOCTH CETEBOTO COCAWHEHWUS KOMaHOO
ping, 3aJaBag B KauecTBe mapamerpa IP-agpec xocra, Haxoagdulerocs B ceTU U
3aBeIOMO PabOTOCTIOCOOHOTO.

IMocne sToro HeoOGXOIMMO cAeNaTh TaK, YTOOBI MpaifBephl ceTeBOM KapThl M Ha-
CTPOUKN WHTepdeiica 3arpykainch TIPU cTapTe CUCTeMBI. IS 3TOTo HYXHO IO-
6aBUTH COOTBETCTBYIONINE KOMAHILI B CKPUNT WHUITHATH3AIIAH.

KoHdomurypupoBaHue ctatuyecknx MmapLupyToB
M MapLupyTa rno ymossiMaHuio

YcraHoBUB japaliBep cereBoro uMHTepdeiica, 3amaB IP-ampec u macky mojaceru,
MBI €lll¢ He 3aKOHYWIM ¢ CeTeBBIMM HacTpoiikamu. Ham HeoOXommMo KakuM-TO
00pa3oM IM0Ka3aTh CUCTeMe, Kylda JO/DKHBI YXOAWTh CEeTeBbIe MAaKeThl, HE MpeaHa-
3HAUYEHHBIE I CETH, 3aJaHHOW IIpH KOH(PUIYPUPOBAHWU MACKOU ITOACETH.
MHBIMI crioBaMM, MBI TOJDKHBI OINPENCTNTh MAPIIPYT IPOXOXKICHUS IaKEeTOB
C IOMOIIBIO CIEUUATbHBIX MpaBU. JIaHHBIE MapIIPYTU3AIMU MAKETOB XPaHITCS
B CHEIUaIbHON TaONMIe MapIIpyTU3ALWHU Sapa. MaplipyTel MOTYT OBITH cmamu-
yeckumu (3aJaBaeMbIMA TIPH CTapTe CUCTEMBI) W Junamuueckumu. JAnsa s3amucu
MpaBuia CTaTUYECKOW MaplIpyTU3alUuKd MCIONb3yeTcsl Mporpamma route. A nm-
HaMuyeckasi MapllpyTHU3alMsl BBITIOJHSIETCS TMpolLeccoM-IeMOoHOM routed uiau
gated, KOTOpBI oTciaexuBaer W MoauduUMpyeT TaOAWIy MaplIpyTU3ALMU Ha
OCHOBe COOOIIEHUI OT IPYTUX XOCTOB CETHU.

JuHaMudecKass MapIIpyTHU3ausA MCIONB3YeTCsd B TOM clydae, €ClIi y Bac CJIOX-
Hasl, MEHSJIOIIasACI CTPYKTypa CETHM M OJHA M Ta X€ MAallliHAa MOXeT OBITh IOC-
TYITHA TI0 pasIuYHEIM WHTepdeiicam.

dng xocta, MOAKIIOYAEMOro K HeOOJbIUON JOKalbHOH ceTh, B OONbLIMHCTBE
cIyvyaeB JOCTAaTOYHO CTAaTHYecKoW MapiipyTusauuu. IlocMoTpeTh Tabauily map-
IIPYTU3ALUU MOXHO, MCIOJb3yS MporpaMmy netstat JUOO BBITOJHUB KOMaHIY
route 0€3 MApPaAMETPOB.

715t Toro 4To0Bl JOOABUTH MPABWIJIO MapIIPyTH3AINU BOCTIONb3yTeCh KOMaHION
route [-f] omepamms [-Tum] azpecar mmoz [dev] mHTEDEriC
rae:

O oneparmms — MOXeT TTPUHWUMATh OTHO W3 IBYX 3HAYEHWH: add — mobaBieHNe
MapuIpyTa Win delete — yoaleHUe;

O anpecar — MoxeT OBITh [P-agpecom xocra, IP-agpecom ceT MM KIIOUEBBIM
CJIOBOM default,

O mmos — IP-ampec xocTa, Ha KOTOPBINA TIepechUTIAlOTCS TAaKeThl. —f YIAISeT U3
TabAULbLI JAHHBIE 000 BCEX LILII03AX;

O oo — NIPpUHUMAET 3HAYCHUA net WIHU host.
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Kak npaBuiio, 0biBaeT HEOOXOIUMO HACTPOUTH MAPILIPYTU3ALUIO CO CIEIYIOIIUMU
npaBuiamMu (1t 1o):

route add -net 127.0.0.1 1o

Hnst eth0:
route add -net 192.168.0.0 netmask 255.255.255.0 ethO
n

route add default gw 192.168.0.1 ethO

Hrtak, MBI 3amanm ciaenylonIne TpaBuia: Bee TaKeThl, oTHocsImnecsT K cetn 127,
OTIIPABIISIIOTCST Ha WHTepdeiic lo; Bce makeTwl, oTHocsmuecs K cetn 192.168.0,
OTMpAaBJIIOTCA Ha WHTepdeiic eth(; a Bce mMakeTHl, He TpeaHAa3HAUYCHHBIE JUTS Ce-
teit 127 u 192.168.0, nepecbuiaiorest Ha xoct ¢ IP-agpecom 192.168.0.1, u aaib-
HEMILIYI0 UX CYIbOY ONMpeaesioT MpaBuiIa MaplIpyTU3AN TOTO XOCTa.

INoce Toro Kak Bbl HACTPOWJIM U MPOBEPUIN MApIIPYTU3ALNIO, HEOOXOIUMO I0-
0aBUTh MpaBWJIa MapUIPyTU3AIMU B CKPHUIITHI, 3arpyKaeMble IpU CTapTe olepa-
LIMOHHOM CHCTEMBI.

Ncnonb3oBaHue DHCP

Pyuynoe XoHbUTYypHUpoBaHUE CETeBbIX WHTEep(EeHCOB MOCTaTOYHO YTOMHTEIBHO,
ocobeHHO eciu y Bac Oonbinast ceTh. CylllecTByeT BO3MOXHOCTh aBTOMaTHYeCKH
HasHavyath IP-agpeca mia ceTeBbIX MHTepQeiicoB, a TakXKe IepeaaBaTbh XOCTaM
agpeca DNS cepBepoB, 1110308, 3a1aBaTh CETEBbIE MacKuM U MHoOroe apyroe. Bce
5T0 Mo3BougeT nenaaTth nporokon DHCP, mogpobHoe onucaHue U KOHGUTYPUPO-
BaHNE KOTOPOTO HAXOIUTCH B 21a6e 4.

Cratunueckuin ARP

ARP — mpotokon mnpeobpazoBaHug aapecoB (Address Resolution Protocol) —
BBIIIOJIHSIET IPeo0pa3oBaHue JOTHUYECKUX CeTEBbIX ampecoB B ammapaTHbie MAC-
angpeca (Media Access Control). Aapo Linux comepxut Tabauuy ARP, B kotopoit
Haxouatcs IP-agpeca u coorBeTcTBytomne uM MAC-aapeca. Kak mpaBuio, 3Tu
Tmapbl TOOABISTIOTCS B TAOIWITY TWHAMWYECKM, OTHAKO MOXHO CHeiaTh TabIuIry
CTaTHYeCKOW W BHECTW JaHHBIE caMocTodTenbHo. g dero sto HyskHO? Jlomyc-
THUM, TOJIbKO HEKOTOPBIE XOCTBI BAIllell JIOKATBHON CETH MMEIOT IpaBo obpallaTh-
cq K KakoMy-To XocTy. Ho i mosnp3oBaresieil HEKOTOPHIX ONEPallMOHHBIX CHC-
teM (Hanmpumep, Windows 9x) He cocTaBUT Tpyda MoMeHAThb I1P-agpec cereBoro
nHTepdeiica. B ciaydae ¢ nuHamuueckuM ARP Hosast mapa [P-MAC-aapeca npo-
CTO 3aMEHWT CTapylo, B ciiyuae ke co cratuyeckuM ARP "neBwiit" nHTepdeiic He
TTOXYYNT JOCTYTIA K XOCTY.



